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1 Introduction

Intelligent Power® Manager is Eaton’s power device supervision tool for IT environments.

Intelligent Power® Manager:

= Discovers and supervises Eaton UPSs and ePDUs connected to the network (either by means of a
card or a proxy). For the detailed list of compatible solutions, please refer to the paragraph
(Equipment Compatibility List) hereafter.

= Supervises the remote servers hosting the Intelligent Power Protector or Network Shutdown
Module V3 application.

= Provides advanced management feature (mass configuration / mass upload/ ... ) with Network
Management cards: Network-MS (ex 66102 / 103006826) and Modbus-MS (ex 66103)

= Provides local computer graceful shutdown (acquisition through Network-MS (ex 66102 /
103006826) and Modbus-MS (ex 66103) Network Management Cards.
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2 Installation

2.1 Installation Prerequisites

2.1.1 On the System Hosting « Intelligent Power® Manager »
Intelligent Power® Manager can be installed on Windows 2000 / XP / 2003 / Vista / 2008 / Windows 7

Notes:

For better performance with multiple nodes, we recommend a Windows server OS (that doesn’t have the
limitation of 10 simultaneous network connections).

To avoid network access conflicts, we advise you against installing the Power Manager on a machine that
also hosts:

= a Network Management System ( e.g. HP-Openview, CA Unicenter, ...)

= the Intelligent Power Protector

= the Eaton Enterprise Power Manager

= the Eaton Network Shutdown Module

= the Network Management Proxy

2.1.2 On the System that Displays Web-based Graphical User Interface

The Eaton Intelligent Power® Manager graphical interface can be accessed remotely using a simple Web
browser. Access to this interface is secured through SSL connection (default configuration) and is also
secured through Login & password.

The Intelligent Power® Manager graphical interface has been tested with:
« Google Chrome
Mozilla Firefox 6
Microsoft Internet Explorer (*) 7, 8, 9

For optimal performance, Google Chrome or Firefox 6 is recommended.

For good performance Internet Explorer 7, 8 are recommended.
(*) IE6 should work, however, performance is limited

Eaton Intelligent Power® Manager — User’s Guide — / AH-1.26

Page 6/94



www.eaton.com

2.2 Quick Start & Installation

To start in 5 minutes, please perform the following steps:

Step 1 (Installation)
On a Windows 2000/XP/2003/Vista/2008/7 machine, run the “Intelligent Power® Manager” package
under an administrator account.

i
E:T°N Intelligent Power Manager

Powering Busingss Worldwids vi.00

m Welcome to EATON Intelligent Power Manager installer

License
Select Path
Installation...
Finish

Cancel Hext =

A Web browser is automatically displayed (enter admin as Login / admin as Password and click on
the Login button)
FQ htbp:ff127.0,0, 1:4679/deFault, heml d| o

E-T-N Intelligent Power Manager

What is Eaton Intelligent Power Manager? Login: adrrin

o Ideal for monitoring and managing multiple power and environmental devices,

Inteligent Power Manager software from Eaton delivers a global view across the netwiork,

from ary PC with an Internet browser,

o Exceptionaly versatile, the software is compatible with any device supportng a
network interface, including other manufacturers' UPSs, environmental sensors, ePOUs,
shutdown applications and mare,

o Inteligent Power Manager also offers the abiity to organize a management table by

groups, cenfralize alarms, and maintain event logs for preventive maintenance of the
entire installed equipment base,
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Step 2 (Configuration)

When started, the application automatically performs a Quick scan.
e Using the Quick scan operation, you will discover through broadcast within a few seconds:
Network Management Cards Network-MS (ex 66102 / 103006826) and Modbus-MS (ex
66103), PXGX2000, PXGX-UPS, ConnectUPS BD, ConnectUPS X, ConnectUPS MS,
Intelligent Power Protector, Network Shutdown Module V3, new Eaton ePDU, new HP UPS
Card, new Dell UPS Card, new IBM UPS Card.

The discovered nodes are displayed in Settings = Auto Discovery

Some nodes might not be discovered by quick scan if they do not support that function or if they are
not in the same subnet as IPM. To discover such nodes, please perform the discovery based on IP
address ranges (Range scan)
e Using the Range Scan operation you will discover the nodes that are outside of the Network
segment and nodes that are not compatible with the "Quick scan” feature.
Refer to the Compatibility list to determine if your node supports “Quick scan” feature.

E.T°N Intelligent Power Manager : Q

Yiews «/@  Node List Ay Guick scan
] _'lu\ffws Type | Status  Mame - Description Lacation Cortact HFaRange scan
= jgéir:::e tet g G 166 99 224 111 Windirws = @ Address soan
E Events List G] 0 16699224129 Pulsar WX Frame 16l TEST qualif elec 4 Computer Room Mang ‘__Dga ACCESS parameters
#Events Calendar [ @ 16689224136 Feack 2700 Computer Room Computer Room Men: | ([Edk assst
= j%ﬂ;g:mesmeﬂ. C‘] 0 166 99 224166 Evalution B0 Cormputer Room Camputer Roam Man: :_E,Remove nodss
@NZd: Upg':f; Q] G 16699 224 163 Ewvolution 650 Computer Room Computer Room Man: B Select all
=) Settings @ @ 1smzaan Evolution 50 Computer Room Computer Room Man: Dezslect sl
%iji:‘fcwér‘f @ @ Es09224077 Evalution G50 Compter Room Computer Room Mang
I?Shutdﬂwn C‘] g 166.99.224 82 Ewvolution 650 Computer Room Computer Room Man:
7:)'? System & 0 166 .99.224.97 F9130 700 Computer Room Caomputer Room an:
iiir L P O errroon NEM Linuee Floor 2 maud |
F @ e TSM Linus Floor 2 Séh
[= S > R REEM Linus Floor 3 Luc
F @ cresoos MEM Linus Floar 2 Smaud
P @ eresoms MM Linui Floar 1 St
Cé\ G POU APHELT #0001 Aphel PDU21 2345 Ge hitp:fhwwewy aphetec info@aphel com
_@ o PDU APHEL1 #0002 Aphel PDU212345 Ge http:faenewy apheltec info@aphel .com ;I
Pagell—UF 20 b Ml @25 v Itemsper page Displaying 1 - 25 of 29
@ ox: 60 @ warring: 48 @ critieal: 358 € Unknown: 18 Lastevent: ) 16/01/09-16:08:20 - UPS #0003 - The system is powered by the utiity

(Optional) In Settings -> System-> Module Settings, activate the shutdown module, then in the
Settings = Shutdown page; assign the IP address of the UPS that powers the local Computer.

In the Settings = User List page, assign the access rights through “login and password”

Step 3 (Enter the License code)

IPM monitors up to 10 devices (“UPS Web Card”, “ePDU"” or “IPP Shutdown Controller”) without a license
key. If there are more devices to be monitored an appropriate license is needed. License can be upgraded
also later without reinstallation.

(Only for the “Silver” or “Gold” paid versions) In the Settings 2 System - Edit system Information, enter
the license product key that is grinted on the commercial CDs booklet (Inside the CD case):

=> ref 66925 Intelligent Power™~ Manager Silver License (11 to 100 device nodes)

=> ref 66926 Intelligent Power® Manager Gold License (101 to Unlimited devices nodes)

The nodes that are not managed due to license limitation will appear with this icon ®.
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Step 4 (Operation)

The Views = Node List menu item allows you to supervise the current state of the compatible power
devices & applications (select a line in the list and the panels are updated with selected device

information)

Yiews
= iews
2ot List
Q Povver Source
ajn"-‘Nude Map
25 Events
& ~Events List
#'Events Calendar
= Management
@Nodes Seftings
@Nodes Upgrace
(=47 Settings
,&Aum Discovery
[ Actions
(P shutdown
@Sys‘tem
[JLog

S User List

@ ox 26

@ Warning: 31

(SRER " ESRARIEINIEIEINIRIRIRININ "R "R "I ) - RS

Node List
Type Status
@
@

000000000000 0002P00000D00

Page ll_ of 2

o Critical: 350

Mame

LIPS #0001

LIRS #0002

UPS 0003

UPS #0004

UPS #0005

APP #0001

APP #0002

APP #0003

APP #0004

APP 0005

PDU APHELT #0001
POU APHELT #0002
PDU APHELZ #0001
PDU APHELZ #0002
POU PULIZZH #0001
POU PULIZEI _TRI #00
PDU PULIZZIZ #0001
PDU PULIZZIZ2 #0002
PO MGE #0001
PO MGE #0002

Intelligent Power Manager

Description

Evalution 2200

Pulzar 1000 RT2U
Evolution 500
Evolution 500

Pulzar Extreme 3200C
REh Linu

EM Linusx

MSM Linus

MEM Lini

EM Linusx

Aphel PDUZ212345 Ge
Aphel PDU212345 Ge
DB 06345 my _clewi
DB 08345 my_devi
Powwerware sPDL
Powerware ePOL
Switched eFOU
Switched eFDU
SwitchedPDLI_81009¢

SwitchedPDL_51009¢

Location

Flaor 1

Flaar 2

Floor 2

Floar 1

Flaor 2

Floor 2

Floor 2

Flaor 3

Flaar 2

Floor 1

hittp: iy aphiettect
hittp: daenenye aphiettect
Floor 3

Floor 1

Floor 2
Floar 1
Flaor 3
Flaar 2
Computer Room

Computer Room

Computer Roam

Computer Room

166909224 168 Evolution 650
16690224 168 Evaolution 630
16698 224 111 Wincowes
16699224 136 Rack 2700
166,908,224 97 Pa130 700
bkl | & 25 v Itemsper page
9 Unkniown: 10

Contact

Arnaud

info@aphel.com
infa@aphel com
Yoann

Luc

“foann
“foann
Woann

Eric:

PPRPPPPRPPRPRPPRPPEOPP®®

Computer Room b Dete:

Computer Room b Load level:

Battery capacity:

Compuier Room ki
Computer Room Mana @

Displaying 1 - 25 of 27

Selection view »/@
Infarmation ==
@ UPS #0004
Description Evolution 500
Locatian Flaar 1
Contact Luc
Serial number 01234356739
Link
Status =
Bypass @ 0n automatic bypass
Bypass @ On manual bypass

Power Source
Battery state
Lozd lewel
Battery capacity
Battery run time
Outlet #2

Outlet #3

Graph

Battery run time:

[T 15 %
[T 47 % | zo9/01/16-15:49:34
. s0s | =
Status  Date Message

@ 1EDIna-s4EE
@ eormaasaE
@ 1E010915351s
@ 160109153404
@ E0Imeas e

Last ewvent o 1601 /09-15:49:17 - UPS #0003 - The system is powered by the utility

2009/01/16-15:27:52

@ on ity

o Charging
[ 100 %
[T 85 %
138 h 53 min 20 =

@ on
@ on

[~

The systerm is powered &

The system is powered

The UPS output is off -
The system is povwered

The system is povwered

=

The Views = Power Source menu item allows you to supervise the current state of the UPS that
powers the server running Intelligent Power® Manager. This menu is available when the user has
enabled the shutdown module is System Settings.

The Events = Event List view allows you to view the device events.

The Management section allows you to “mass configure” and “mass upgrade” cards.
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2.3 Installation Result

If you install a new Intelligent Power® Manager Release without uninstalling the old one you will keep
your database and your product information.

At the end of the installation, the following shortcuts are created in the group:
Start = Programs = Eaton = Intelligent Power Manager

Name Description

Open Eaton Intelligent Power Manager Starts the main "Intelligent Power® Manager"
graphical interface

Start Eaton Intelligent Power Manager Starts the service

Stop Eaton Intelligent Power Manager Stops the service

Uninstall Eaton Intelligent Power Manager Uninstalls the Program

A service called « Eaton intelligent Power Manager » is also created for the Database Acquisition
Engine.

This program continuously polls the status of Eaton devices and Applications connected on the
network.

This service automatically starts on machine boot-up.

This service provides the Web Interface.

A System Tray Icon displays the alarms on the local computer. A right click on this icon displays the
same shortcuts as in the Windows Start menu.

2.4 Uninstalling the Product

From the Add/Remove programs item of the control panel, execute the "Eaton Intelligent Power
Manager Vx.xx" package.

You can also uninstall from the shortcuts:

Start = Programs = Eaton = Intelligent Power Manager = Uninstall Eaton Intelligent Power
Manager.

This will remove the database and the custom files if you confirm it.

2.5 Upgrading the Product

Please refer to the Checking for Upgrades Paragraph.

Eaton Intelligent Power® Manager — User’s Guide — / AH-1.26

Page 10/94



www.eaton.com

3 Configuration

3.1 Configure the Nodes

Each node (Network Management Card / Proxy / Application must have a valid IP
address (or a DNS name) in the range that you have entered for auto-discovery.
Refer to the compatibility list.

“Intelligent Power® Manager” automatically receives the alarms (through notification or
polling) without specific configuration on the card, proxies or applications.

For SNMP communication, check the community name.

Default community name is configured in Settings = System -> Default Community
Name

A specific community name can be defined for each IP range in Settings = Auto
Discovery = Range Scan = Password

3.2 Intelligent Power® Manager Settings

Start the "Intelligent Power® Manager" main graphical interface from the previously created shortcut, and
then click on the Settings menu item.

3.2.1 Discover the nodes Connected on the Network

From the Settings = Auto Discovery item; the following discovery methods are available:
=  Quick Scan (automatically performed when application starts)
= Range Scan
= Address Scan

E-T°N Intelligent Power Manager . ' : Q

Yiews <& Node List &Quick =can
= ﬁn\:’_i?WS Type  Status  Name - Description Location Contact 4‘,} Range scan
: ﬁi‘eﬁ:e List @ @ e5mu24M11 Windows 2| B rddress scan
§ Everts List @ o 16695224 129 Pulzar M Frame 16 TEST qualif elec 4 Computer Room ban: 256t access parameters
#Events Calendar @ o 166.99.224 136 Rack 2700 Camputer Room Computer Room Man: @Edﬂ azzet
= ﬁ[MﬁlLagdemeSmeﬂ @ @ 15599224168 Evolution 650 Computer Room Computer Room Mane || \@Remove nodes
@de:z UngZ?ﬁSe @ o 166.99.224 165 Eviolution 650 Computer Room Computer Room han: B Select all
=) Settings 0 @ 1e69922417 Evalution G50 Computer Room Computer Room han: Dezelect all
%:iz:fcwery @ @ 15899224177 Evolition 650 Computer Room Computer Room hans
(P shutdown [0 @ 1e69az4s Evalution 650 Computer Raom Computer Room han:
{.‘? System @ o 166.99.224 97 Fa1 30 700 Zomputer Room Computer Room Man:
_L_;J?"jg . @ Q eersoon NSM Linux Floor 2 A
e 2 @ spraoo RSM Linus Floor 2 Séh i
2 © srrroos MEM Linus Flaor 3 Luc
F @ spraoond RSM Linus Floor 2 Armiaud
F @ srprooos TS Lirus Floar 1 Séh
@ o POU APHELY #0001 Aphel PDU212345 Ge bt Sy aphettec infoi@aphel com
@ o POU APHELY #0002  Aphel PDU212345 Ge it Shnewewy aphettec infoi@aphel com LI
i | | Page Il_ ofz| b Bl @ |25 v Items perpags Displaying 1 - 25 of 29
0 Ok 60 @ Warning: 48 o Critical: 358 9 Unknown: 18 Last event : o 16/01/09-16:08:20 - UPS #0003 - The system is powered by the utility
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Notes:
= The Quick scan request is a Broadcast frame on 4679 IANA reserved port and 69 standard TFTP
port.
Using the Quick scan operation, you will discover through broadcast within a few seconds: Network
Management Cards Network-MS (ex 66102 / 103006826) and Modbus-MS (ex 66103), PXGX2000,
PXGX-UPS, ConnectUPS BD, ConnectUPS X, ConnectUPS MS and Intelligent Power Protector or
Network Shutdown Module V3.

= For the other nodes, please perform the discovery based on IP address ranges (Range scan)
Using the Range Scan operation you will discover the nodes that are outside of the Network
segment and nodes that are not compatible with the "Quick scan” feature.

= Address Scan performs a single address scan (or several IP addresses separated by ; character)

3.2.2 Configure Actions

You can define the way users will be notified when node events happen.

From the Settings = Actions item; the following channels are available:
= E-mail
= Execute script/program
= Notification to Alarm Box available through System Tray Icon

E.T°N Intelligent Power Manager .@
=
Views & | Actions [ @reats new action
=T Yiews = .
EENOU& List Action activated SMTP server, Smitp.gerver.com A
== Events Action name: Email on shutdown events Login: admin )
E Events List Event criticalties: Ok, Warning, Critical, Communication Lost  Pazguvord; &
#Everts Calendar Evert categories: Alarms Recipient: sysadmin@server.com 3
21 £ Mansgement Fror.'n WiEw, Node_Llst Digest: Every minute
= Action type: Email
@Nodes Settings
@Nodes Upgrade m
=15 Seftings Action activated
&Auto Discovery Action name: Hotification tt? '.Wstray -
. Ewert criticalties: Ok, Warning, Critical, Communication Lost
£ actians Event categories: Alarme, Shutdown events
',g!bShLJtdown From view: Hode List
'f_i System Action type: Hotification
Log
G User List - .
Action activated Command: ehdatabase'stopdate.bat
Action name: stop critical applications Digest: Hone
Ewert criticalties: Warning, Critical
Evert categories: All events
From view: Views
Action type: Seript
@ o7 @ warning: 69 | @) critical: 355 | @) Unknown: 18 | Lastevert: (@) 16/01/09-16:26:23 - UPS #0002 - The system is powered by the UPS battery

Notifications summary window
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The Create new action button will display following interface:

| Edit action X
|| Action activated™: 7
: Artion narme™®: Ernail on shutdown events
Event criticalities*: 70 7 ® 710 71
: Ewent categaories™: Shutdown events &
: From wigmw*: Mode List »
| Action type®: Ernail v
Settings
||| SMTP server™: smitp.server.com
! Login: admin
Pazsweord: ko
: Recipient®: sysadmin@server.com
Sender: Inteligent Poweer Manager
Subiject: § shutdown alarm from {hostname}
Message: r@' shutdown alarm from {hostname}
Digest™®: Every minute b
Save ] [ Cancel

Note: The “*” fields are required.

Events filter:
You can filter the e-mail notification according to:
= The event criticality. (Critical, Warning, Normal, Communication Lost).
= The event category (All Events, Alarms, Shutdown events, Power events, Measures). The pen icon
allows editing and selecting the event category.
= The view that triggers the event.

Note on Event Criticality parameter:

With this parameter, you can filter the natification according to the event level. Refer to the event list
provided below in this document. If you select “Critical” as filter you will not receive the associated
“Normal” event informing that the device status changes from “Critical” to “Normal”.

E-mail:
To receive emails on UPS events:
= You have to indicate the SMTP server address and recipient e-mail address.
Login and password are used when SMTP server requests authentication.

For advanced use:
= You can Customize the subject e.g. if you use a third party service provider to translate e-mails into
SMS.
= You can specify that you want to receive a consolidation of the alarms that occurred during a delay
that you can choose (if you specify no delay, each alarm will generate an e-mail. With this settings
you will receive more emails for the same number of events)
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Execute script/program:
In order to execute a program on UPS events, the program path will be required.
Note: The program is executed under the SYSTEM account.

If an action (script or program) can not be executed under SYSTEM account, it is necessary to modify
the execution context before it can be run.

To allow a user to run specific tools and programs with permissions that are different from those
assigned to the user's account use the Windows “RunAs” Command which allows you to save the
password (Windows XP Service Pac 2 and more recent versions).

Use the following Microsoft command:

runas /profile /user:<my login> /savecred <my_program.exe>

On first execution a password is required; it is saved for subsequent executions.

Alarm box notification:

The
The

alarms are displayed on the local computer in an alarm box.

status part of the alarm box is optional (It only appears if a Power Source has been declared in the
Shutdown configuration)
1o
Mame 166.99.224.107
Powver Source On utility g'-
Battery capaciy 97 % \s‘
Battery run time 30 min 00 5
Messages
e 166.99.224 129 22/01/09-12:00:54  Bypass : Return on UPS
9 166.99.224129 22/01/09-11:55:40  Communication restored with LIPS
@ 166.99.224.129 22001 /09-11:58:37  Output on automstic bypass
e 166.99.224 129 22/01/09-11:57:59  Bypass : Return on UPS
9 166.99.224 129 22/01/09-11:57:58  Communication with device is restored
g 166.99.224.129 220109-11:57:22  Communication with device has failed
g 166.99.224129 22/01/09-11:5519  Communication failure with UPS
g 166.99.224 .4 22/01/09-11:53:24  Communication with device has failed
e 166.99.224 4 22/01/09-11:52:53  Communication with device is restared
e 166.99.224129 22/01/09-11:51:15  Communication restored with LIPS

The alarm notification box is accessible from the System Tray icon. Click on the icon to open the window

that

displays the alarms on the local computer.

A right click on the System Tray icon provides you a fast access to following functions:

Open the notification box

Cpen the web interface
Start 'Inteligent Power Manager'
Stop 'Inteligent Power Managet'

If no Power source has been declared, the System Tray icon can have following states:

E(blue) System Tray Icon correctly receives alarms from Intelligent Power® Manager

ER

Communication is lost between System Tray and Intelligent Power® Manager

grey

If a Power source has been declared, the System Tray icon can have following states:

‘e

System Tray Icon correctly receives alarms from Intelligent Power® Manager ( AC is present on the
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Power source)

System Tray Icon correctly receives alarms from Intelligent Power® Manager ( The Power Source
runs in battery mode)

System Tray Icon correctly receives alarms from Intelligent Power® Manager (A Warning event
occurred on Power Source)

System Tray Icon correctly receives alarms from Intelligent Power® Manager ( A critical event
occurred on Power Source)

e

Communication with Power source has failed

Advanced events and actions customization:

In Intelligent Power® Manager installation folder, you can see a configs/scripts folder containing a sample
user-defined action script (sample_user_script.js).

You have the possibility to modify this script or create new scripts that define very specific events and
actions. The sample script provides details about the expected structure and syntax for defining new actions
and triggers.

Advanced sound alarm customization:

To configure sound alarms on events, please configure IPM like this:

Step 1)

In C:\Program Files\Eaton\IntelligentPowerManager\configs\config.js
Change the following configuration:

"systray”:

"soundAlarm®: false,
"notificationlcon®: true,
"notificationBox": true

3
into this one:
"systray”:

"soundAlarm®: true,
"notificationlcon®: true,
"notificationBox": true

}
Step 2)

Close and restart the Windows user session so that this configuration is taken into account

Note:
You can change the alarm sound by setting the Windows sound preferences from Control Panel.
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Souncs | Cammuncatons

A sound theme is a set of sounds applied to events in Windows
and programs. You can select an existing scheme or save one you
have modified.

Sound Scheme:

Afternoon v][ Save As... ” Delete

To change sounds, click a program event in the following list and
then select a sound to apply. You can save the changes as a new
sound scheme,

Program Events:

1] Exclamation

- Exit Windows

Low Battery Alarm |
Maximize
Menu Command
Menu Pop-up

EIayWindows Startup sound

Sounds:

[Windews Battery Low.wav *| [ p1est |[ Browse. |

ok | [ concel || aooly |

The IPM alarms are linked to the "Low Battery Alarm" sound that you can change by selecting another wav
file.
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3.2.3 Configure User Accounts

Multiple user accounts can be configured.
From the Settings menu Item, select the User List item, then perform the following steps:

= Click on Add user.

= Enter the User Login and the User password.

= Select the User’s Profile level. The following levels are available:
> admin (the user will be able to access all the features)
> user (the user will only access the visualization and is not able to set changes to the system or
nodes).

= Click on Create new user button.

Intelligent Power Manager

Yiews «|@ | User list ﬁAdd Ler
- S Jfiews 3 ﬁ Edit uzer
EENDE’E List Login: admin
1:_[ Powver Source Profile: Admin gRemwe .
=) Everts Pazzword, ***
% “Everts List
& Events Calendar Lowjir: joe
=5 Management Profile: User
[FIModes Settings PSS
@Nodes Upgrade
=7 Settings
&Auto Discovery
] actions
(P Shitdown
ﬁSystem
[ Log

[ User List

B2

| Dezelect all

User Accounts window

Intelligent Power® Manager contains a default Administrator profile with
e admin as login
e admin as password

It is strongly recommended to change these settings immediately after installation.
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3.2.4 System setti

Yiews <« || @
=55 views
27 Nade List
uun‘:‘ Noce Map
=] Events
& “Events List
& Events Calendar
=5 Managemert
@Nodes Settings
@Nodes Upgrade
=5 Settings
&Au{o Dizcovery
[ actions
{:‘}System
[ Log

=
Qﬁ User List

System settings

Intelligent Power® Manager

ngs

System

;:‘} System
About ‘Eaton Inteligent Povwer Manager'...
Product version: 1.20 build 070
License: Free
Product key:
Server system name: Windows HT/6.00.02

‘Wiebsite link: hitp:/download.mgeops.com/explor

rkinet sol.htm &

Contact:
Location:

Q Language Settings
Language: [en] English
& Scan settings

Default SHMP community name:
Automatic scan: Enabled

ﬂ/ Automatic Update Settings
Interval: Every week
Last Update: {no update done)
Mext Check Updste: 10:2441-2:49:08 pm

2 Modules Settings
Management: Enabled
Shutdowen: Disabled
Yirtualization (Metwork Solution Only): Disabled
Reduncancy: Disabled

= Logout 'admin’'
=Help &

;?Ed'rt system information

@Ed'rt languace
AR Edit scan settings

&Ed'ﬂ update settings
u_;_'}Check for updates

ﬁEdﬂ maodules settings

Select one of the items, and then click on the corresponding button on the right.

Edit language allows the user to change the user language. (Czech, English, French, German,
Japanese, Korean, Polish, Portuguese, Russian, Simplified Chinese, Spanish, Traditional Chinese
are currently supported)

Edit community name changes the default SNMP community name for discovery (default community
name is public)

Edit updates & Check updates will provide Automatic Updates Features.

This feature gives you access to Eaton software updates.

Intelligent Power® Manager will always be up to date if you select the Check automatically option.
When a new software version is detected on www.eaton.com, just follow the wizard instructions.
Note: Database information will be retained with this operation.

Modules settings will Enable / Disable the optional modules Management, Shutdown or
Virtualization).
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4 Supervision

4.1 Access to the monitoring interface

To monitor Eaton devices already discovered on the network, start the main “Intelligent Power®
Manager” interface. You can access the same interface locally or remotely.

4.1.1 Local access

=  From the system where the supervisor is installed, you can use the following shortcut:
Start -> Programs -> Eaton -> Intelligent Power Manager ->Open Eaton Intelligent Power Manager

4.1.2 Remote access

= From a remote machine, you can type the following URL in a Web browser
https://<name or IP address of computer hosting IPM>:4680/
or
http://<name or IP address of computer hosting IPM>:4679/

= In SSL mode, accept the certificate (by clicking on Yes)

<) I install the certificate on IE7 for Vista, you need

Security Alert | %] ’
=1 to perform the following steps:

r-‘ﬂ Information you exchange with thiz gsite cannot be vieveed or
i changed by others. However, there iz a problem with the site's

security certificate. > Run IE as an administrator (Right-click the
desktop icon)
The zecurity certificate was izzued by a company you have i ;
& hot chosen o trust, View the certificate to determine whether > VI.SIt the IPM site. .
pou want o trust the certifying autharity. > Click through the certificate error

> Click the "Certificate Error" button in the
address bar.
> Click View Certificate

a The security certificate date iz walid.

& The name on the security certificate is invalid or does not

match the name of the site > Click Install Certificate
> Click the “Place all certificates in the following
UL e e store” radio button, and choose the “Trusted Root
. Certification Authorities” store. If you don’t do this,
L_res  J[ Mo ] {viewCertficate the certificate goes in your personal store, and it

Accepting the SSL Certificate isn't trusted by IE.

= Enter the Login and Password
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4.2 Node List View

Intelligent Power Manager

Yiews /@] | Node List Selection view ]
duViBWS Type  Status  Name Description Location Contact Link Information Bl=
2y hode List @ o
UPs #0001 Evolution 2200 Floor 1 Arnaud @
29 Everts @ UPs #0004
& Everts List @ @ ues#o002 Pulzar 1000 RT2U Floor 2 Séb ®
. Description Evolution 500
#Events Calendar @ o UPS #0003 Evalution 500 Floor 2 Luc @ Location Floor 1
=53
& Sntanagement 0 @ vrsw#ooos Evolution 500 Floor 1 Lue ® Contset Lue
@Nudes Setlings . Setial number 0123456789
I ades Upgrace @ @ veswooos Pulsar Extreme 3200C Floor 2 Séh ® Link
2 Settings F © aprzoon MSM Lirue Floor 2 Arnaud ®
de_‘rﬂ\utn Dizcovery . . Status -
Dactions F Q@ errsoonz MM LinLe: Fioor 2 36 ®
Bypaszs On automatic bypess
(rshutdown F @ errrooos FEEM Linu: Floor 3 Luc ® o ®© v
4 Bypass o manual bypsss
§Psystem F @ apro0nd MSM Liru Floor 2 Arnaud ® Power = N
QLo @ @ eppa000s NSM Linues Fioor 1 Séa ® S © oraty
a), User List Battery state o Charging
@ o PDU APHEL1 #0001 Aphel PDU212345 Ge  hittp: Mhovnewe aphetect info@aphel com @ Load level I 00 %
@ @ FDURPHELY #0002 Aphel PDU212345 Ge fittp: fharwvwr. aphettect info@aphel.com ® Battery capacity T &5 %
@ @ POUAPHELZ #0001 DBENOB34S my_devi Floor 3 Yoann ® Biattery run time 138 h 53 min 20 =
Culet #2
[@ @ POUAPHELZ #0002 DBGMOB34S my_devi Floor 1 Luc ® : on
Culet #3 on
@ € FOUPLLIZZN #0001 Powerware DL ®
(@ @ FPOUPLLZIN_TRI#0i Powerware PDU ® aizbl th)\=
@ @ FOUPULIZZZ #0001 Switched eFDU Floor 2 Yoann ®
[@ @ POUPLLIZZIZ#D00Z Swiched ePDU Fioor 1 Yoann ®
@ @ PoumcE #0001 SwitchedPDU_S8100%¢ Floor 3 Yosnn ®
@ @ POUMGE #0002 SwitchedPDU_B1008! Floor 2 Eric ®
[0 @ 16683224168 Evalution G50 Computer Room Computer Room W Date:; 2009/0116-15:27:52
@ o 166 99224 165 Evolution G50 Computer Room Computer Room ki Load level M 15 %
@ @ ieseszenn Windaws Battery capacity: M 47 % | zo09101f16-15:49:34
0 @ 1eem0zenm: Rack 2700 Computer Room Computer Room b BN untme: e =
@ o 166.99.224.97 PvE130 700 Computer Room Computer Room Mana @ Stetus Date Meszzage
o BN MN3-15:4316  The zystem iz powered 2
@ ABMAMNS-15:3316  The system iz powerad
@ 160109153515 The UPS output is off -
@ 16i01/03-15:34:04  The system is powered
4 4 Pagell_ ofz| b M % 25 w [1tems per page Displaying 1 - 25 of 27 o B0 M-15:26:03  The system iz powered LI
0 Ok 26 @ Warning: 31 o Critical: 350 o Unknown: 10 Last event : 0 16/01/09-15:42: 17 - UPS #0003 - The system is powered by the utilicy
Node List

The following default columns are displayed in this page:

= Type Graphical Icon to differentiate UPS, ePDU, and software applications

= Status this icon represents the severity of the most critical event active on the monitored
device;

= Name the IP address, the DNS name or user defined name

= Description the product name or description

= Location the node location

= Contact the node contact

= Link link to the device Web site (if available)

Note: You can sort your device list by clicking on the column titles (Status / Name / Description/ Location /

Load Level ...).

The following possibilities are available:
= Sort ascending

= Sort Descending
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= Add columns (as illustrated on following screenshot)
F-T*N Intelligent Power Manager E

Niges o F ) hade st a Eelectien e L
= viewe Typn | Shabur | Herw T DL T Location Conimcd Sty copacky | Link Préaasion
B e R T =2 |
[Erme: ws @ & wErAEUETel §] st sy L] B 165 00 504 146
- @ O wEHIUD (7] ot @ st S
Type 3 @ g wmnas | e 1 ] __ remeen 163,88 224 1%
,“::-_ Bl s Rk oo (D 0 B l;!@ v 0 I PO 45
: ¢ mehm Gl

Bt @ 0 s Pl B 13N 5. e 5 Sanis
. . | 7 [P ey Laokn A, TAL O
Fak=mis Lt @ G e Wi Li:] Lo [ S——

S bz Calsodw G smmae e b [T ] ik &
E@Twe: 198 3 i = | [ Damompion
Fgrpe: Pour [ @ wssmaas i s | P Moo Mwrager [T 7% () P
BB Type: Wank @ & = Pirdown HTAD.. | w f
W ripe: T @ g sz oo | e | i} 3t b

ERECL= AR s [ o
g BT M t
.ﬂlhhklna L - ] | B Location B Cnsett
iMoo Uprata @ @ wmmE T | Mo 9= &

e S = - s laric (5 E: 1 [
i vy [T ] 13 B 3 ) o 0w {8 = 2 = @
Taomss @ g smmsea Wndows HTS T ; I @ i @ i ] L

4 Eatory capacky
l.ﬁl'm @O wmna B el s [y I 0 i@ ol B =@
Lig E
Bhtzari W @ wesan EEAIAM | 2 3 D s 3 af@ @ =@ =@
@ @ mEIam EENIZAM -:,u: PRI Iiﬂﬂm'\lm ED 1 ] -] @ o i@
& @ wanaon e R e N o B @ =@ 2B w@
@ @ wmms FraneTy of R R T &
W @ ssmamr EBII AN = (st e forRzon Mwrager AN 54 % ® Jirm——. t
0 @ "emnaas EENTTAM o Lisir P bor Mo stormger  EEIED #5 % il {rohct g FLE
E | | Evmnt =15
@ @ mmDas [ET O 7 L il | il i =
I;& u LR ] A n' fecnee e P s [N w0 w {B ﬂm M:Iml R 'h-:m Tia _:_J
1 | el i wachon ]
@ o smmaon BRI 448 -:,aE 7 Lk Moo svecer [N = B B OB Thasakond s
@ @& "™wnzm BRI Corpaiet Foar Canputer Mo Msger IR 17 % <B @ OEIETOZIE . Tebsmmont was
0 UL The secion Tl
Foell WF B B E B b Caphirg - 2=l | | @  OHIOEAT4904 e ceckon 2ol
o Lt ] B g 5 it 5 Do 1ok Dt wnts @ G4 - 13000 n - A0 DEC241. T - Tha casiat group dbnn

4.3 Flexible Panels view:

= Select one of the device/applications in the list and “detailed Panels” appears in the selection view
(on the right).
= Clicking on the bar title allows you to collapse/extend the panel.

= These buttons will allow showing or hiding ' all the views menu or Selection view menu.

=  This button ‘& allows selecting which panel you want to add in the Selection view.

Select panels *

Infarmation

Status

Outlets

MeasLres

[ Erwiranment

[T Graph

[ Synioptic

Paower Source
Powered Applications
Events

[ Statistics

Power Components

[ Save ] [ Cancel
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Some of these panels are only available for specific node types.

4.4 Panels list:

441 Information

Information =

@ 16699 224 98

Description Evolution S50
Mominal apparent povwer 550 WA
IP address 166.99.224.99
Mac Address Dd:55:64:41: 5263
Serial number &N 21902
Clazs Metwork Management Card £ 0.01.002
Location 1403
Contact Seh
Lirk ®

Information Panel

The following node information is displayed in this panel:

= 166.99.xx.yy the DNS name (or IP address) is displayed near the “status icon”

= Description the commercial product name

= Nominal apparent Power the device load capacity in VA

» |P address the device IP address

*» Mac address the device MAC address

= Serial Number the device serial number (if available)

= Class the type of the card

= Location the device location (value of syslocation object or can also be configured
in the Device page)

= Contact the device contact (value of syscontact object or can also be configured
in the Device page)

= Link link to the device Web site (if available)

Note: The information displayed in this panel depends on the node capabilities.

4.4.2 Status
Skakus =
Battery state O Charging
Porwer Source O 2y utility
Load level I o=
Battery capacity [EEEEEREER 100 %
Battery run time 1Th15minsls
Mazter output: Master on
Load segment #1: Grougp on
Load segment #2; Group2 on
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= Power source

= Battery state

= Load Level

= Battery capacity
= Battery run time
= Master Output

= Qutlet #x

Note: The information displayed in this panel depends on the node capabilities.

AC Power / Battery

Charging / Discharging / Default / Floating / Resting

the output load level of the device
Battery capacity of the device
the device remaining backup time

Main output status (ON/OFF/Internal Failure/On Automatic Bypass/Manual By

Pass/Overload)
output outlet status (ON/OFF)

4.4.3 Outlets
Citleks
1. @ =& 3 @
s @ Outlet 2 test
Factory Group 1 test fLoad segment #2
o E Y 4 e
& on
13 (@ Outlet currert : 0 &
17 E Outlet valtage © 23516 %

Ctlet active poweer @ 0V

21: [ Outlet spparent power | 0 WA,
Conzumption since 0601 411-11:44:55 am (15d23h41 min) : 0 KWh

This panel displays outlet status of the selected ePDU.

Notes:

e Contextual information is provided when mouse is over the outlet
e When you select an outlet in this panel, the Graph panel displays the information for this outlet.
You also have to select “Outlet” information in the “Graph settings” dialog (accessible through this

button ¥¥ in the “Graph panel”)

Outlets color codes:

Symbol Color

Description

Green
] Red

Powered (On)
Not powered (Off)
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4.4.4 Measures

Measures

— Input

Input frequency 29 Hz
Input voltage x9N
Input currert 14
Bypass frequency B0 Hz
Bypass voltage 23
Bypass current oA
— Ot
Battery output volkage 202
Output frequency B0 Hz
Output voltsge 2
Output currenit 14
Global apparent poveer 0Wa
Global sctive power oWy

Single Phase UPS Panel

Measures =
— Input
Phasze 1 Phaze 2 Phasze 3
Input current 04 0.22 A 04
Input voltage 2384 24144V 24128V
Input active power 0w 2 W 0w
Input apparent power 0WvA 404, 0WvA
Input frequency 499 Hz
— Cutput
Globkal apparent power 45 WA
Global active power 20W
—— Consumption
Phase 1 - since 06/06/11-7.04:55 pm 0.78 KWh
Phase 2 - since 06/06/11-7:05:22 pm 7.02 KWh
Phaze 3 - since 06/06/11-7:05:43 pm 1.41 KWh
Global - gince 01/01/00-1:04:03 am 1217 KWh

3 Phases ePDU Panel

This panel displays the selected device electrical parameters (UPS or ePDU and single phase or 3 phases)

depending on the node capabilities.
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4.45 Environment

Ervvironmment -

Temperature W 22a0
Hurmidity W 182 %

It 21 o Open
Irpost %2 a Open

This panel displays the selected device sensor information: Temperature, Humidity level, Dry contact status
(Open/Closed)

=  Temperature Sensor temperature (in °C)

= Humidity Humidity level

= Input #1 Status of first contact (open / closed)

= Input #2 Status of second contact (open / closed)
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4.4.6 Graph
araph =]
Date: 2009/01,27-15:38:20
Input vottage: 23V
Load level T 44 =
Battery capacity: ] 91 9%
Biattery run time: 1 h 04 min 07 =

2009/01)27-15:06:05 W 2009/0127-16:06:05
This panel displays the graph of the main measures of the selected device.

The ‘= button allows you to maximize the graph window for better visibility.
The *# button allows you to select the data you want to graph.

4.4.7 Synoptic

Swnoplic
online UPS
faster output
Output measures
Apparent poveer 3215 kWA
Output woltage 219
[ { Cutput current 14 4,

Output freguency S0 H=z

This panel displays the selected device synoptic. A tool tip is displayed when the mouse is over one of the
functional block.

Synoptic Color codes:
e UPS modules:

AC/DC DC/AC By-Pass Color Description
Green Status OK & Active
Red Internal fault & Inactive
Grey Status OK & Inactive
or Unknown
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e Battery module:

Symbol Color Description

Green Status OK

Orange  Battery charge is less than 50%

Red Battery fault or End-of-backup or End-of-battery-service-life pre-alarm

Grey Battery status unknown

COoo

e Electrical flows:

Symbol Color  Description

— Yellow Current flow through the cable
Note: the object animation gives the direction of current flow

= Grey  No current flow through the cable (Warning the cable may still have voltage)

e Electrical power source at UPS input:

Symbol Color  Description

b. Green  Source powered. Status OK

ﬁ} Grey  Source not powered or status unknown

Examples of combinations between flow status and power source status:

b Green/ The electrical power source is powered and provides electrical flow
Yellow

i‘ Green/ The electrical power source is powered and does not provide electrical flow
Grey

e Load at UPS output: (its status is linked to that of the UPS output status)

Symbol Color Description

P Green Load powered and protected. Status OK

Red Load not powered

Grey Load status unknown

Examples of combinations between flow status and load status:

Green

Grey/ Load not powered
Red

>
B>
:p Yellow/  Load powered and protected
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4.4.8 Power Source

Power Source

Mode 16699 250 52
Dezcription Evalution 250
Location Bureau
Contact Seb
Lirk: =
Load seqgment Master outlet

This panel displays information on the device that powers the selected application running on the server.

4.4.9 Powered applications

Powered applications

Statu Mame

Shutdowwn diac Shutdowen durs Outlet group

@ 1ecoozs0q0; MMM 2mnoos

Furtime to shutdoven: 22 min 20 =
Shutdowen duration:

OFf time: 15mini1s =

This panel displays information on the software applications (shutdown agents on the servers) that are
powered by the selected device.

4.4.10 Events

Events || —

Statuz | Date Meszage

2001 03-15:59:22  Bypass | Return on UPS -

2001 0a-15:58:45  Output on autamatic bypass

2701/09-13:55:43
270109-13:55:42

2701 /09-1:3:55:40

e000®0

270109-13:58:32

The outlet group 2 is on
The outlet group 1 is on
The UPZ autput i= on

The UPZ autput iz off

This panel displays the events list of the selected node.

4.4.11 Statistics

Statistics - 7 days

Communication between card and device lost
The UPS output is off

Metwork communication with device lost
Estimated consumption

Poweer lost count

Cumulated power lost time

UPS fault

UPE overload

D2/17/09 - 12:00:00 am R 4
This panel displays the statistics of the selected node.

The “¥ putton allows you to select the time interval for
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1
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the statistics.
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You can adjust the time interval by clicking on the 2 buttons with the “From” and “To” dates.

Here is the list of Statistics Computed Data:

Apparent Consumption (or Active Consumption in next release)
Average Apparent Power (or Average Active Power in next release)
Power Failure Count

Power Failure Cumulated Duration

Battery Fault Count

Internal Failure Count

Overload Count

Warning Alarm Count

Critical Alarm Count

Output Off Count

Communication Lost Count

Note: This information depends on device capabilities

4.4.12 Power Components

Power Components =

Type Stat... MName Load level Battery capacity Battery run ...
@ O MM 0% @ 100% 1hiSmins..
@ @ 777 [ % N 1o0% 40mn2ss

This panel displays the components of your redundant UPS system if the Redundancy feature is activated.
(Refer to the Redundancy chapter)

4.5 Device Supervision

The bar at the bottom is the status of nodes.
For example, here:
e 14 nodes OK,

QoK 14

4 are in Warning status
2 are in Critical status
0 are in Unknown status

@ Warning: < 0 Critical: 2 0 Unknown: 0 Last event: 0 10f17111 - 3:36:35 pm - - The load segment #2 is on
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4.6 Applications List View

To create a sub-view that filters applications, right click on Node List, then create a Sub View from and
select Category as criteria to filter the nodes. It is possible to create sub views from the following
information: “Category”, “Contact”, “Description”, “IP address”, “Location”, Name”, “Status”, “Type”, “User
Note”, “User Type”.

Intelligent Power Protector or Network Shutdown Module V3 can be monitored in this View.

Intelligent Power Manager

Yiews <« [ @& | Mode List @/ | Selection view ks
:lﬁu\"'iEWS Type Statu Name Descriptior Location  Contact  Link  User Typ User Information ==
= ErMode List
186.99.224.111 Windors
[ 3category - Devices' 2 0 ® @ 166.99.250.103
A Category : ‘Applicationt P ) 1e6o9224158 Wincoys ® beserpton L
() Power Source P @ reesazmd WAindcws ® ‘ Location Seh
== Evertt
3G vents 2 @ 1eeoaz2e00 Windows ® a2 ot seh
= ~Events List = Link @
# Events Calendar P @ 16693250103 Linux Seb Seh ®
=47 Management Seafius p
@Nndes Seftings X
@Nodes Upgrade Shutdorwen duration 2min00s
=23 Seftings Paower Source =
&Au{o Discovery
B Actions Mode 166.99.250.82
Description Evolution &50
(4P Shutedoran
- Location Bureau
::,‘} System
o3 =Y Contact ek
La i
U\ g ) Link ®
Q‘ User List Load segment hizster outlet
Events /-
Stetus  Date Message o
@ 26mna-0a3454  Communication with device is restared
€@ 60na-0E3I22 Communication with device has falled
pagefl ofL b bl @ 25 |+ [tems per page Displaying 1 - S of 5 =
@ ok: 410 @ warning: 22| @ critical: 142 € Unknown; 275 | Lastevent: €3 27/01(09-16:51:07 - 166.99.224,99 - Communication with device has Faied

The following default information appears in this page:

= Type Application
= Status This icon represents the status criticality of the server.
= Name Value configured in the Applications screen (by default this is an IP address or

a DNS name).
Machine operating system.
the UPS that power the application

= Description
= Power source

= Run time
= Shutdown duration

= Link

Operating time in the event of a utility supply loss.

Duration, in seconds, needed by the system to carry out its shutdown
procedure.

Link to the Web supervision interface of the Intelligent Power Protector or
Network Shutdown Module V3 module.
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4.7 Map View

This graphical representation allows you to organize the supervision Map using the Drag & Drop feature
Select a node icon and the information will be updated on the right hand panel

4.7.1 Create a customized Map View

On the Left hand menu, Select Views -> Node Map
The Map is automatically generated (icons are automatically placed on the Map and IP address assigned)

On the Node Map bar title the contextual tool button |#! provides you the tools to modify the Map.

Zhange theme
Manage backgrounds

Regroup nodes

add a label

\.,.33* Set access parameters

| ?] Edit asset

Change theme offers three kinds of icons representations for the user (small icons, large icons, and rack
icons).
Manage backgrounds will offer you the possibility to:
e Import a new background image in the supervision tool.
e Select a background already in the supervision tool for the Map.
e Remove the background images.
Regroup nodes will rearrange the icons position on the Map.
Add a label allows to create a user defined text and to place it on the Map through drag and drop.

Note: to delete a label, right click on it, then Delete.
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4.7.2 Maps examples
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Country Map view
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E-T-N Intelligent Power® Manager

— «|@| NodeMap - 49 Items

D Views
=157 Node List
(& Tvpe - uPs
@Type POV
& Type  msw
[ Type - PH
R rype PP
{4 Power Source
a8 Node Map
15 Data Center room
(=3 Events.
=13 gEvents List
@Stalus “Critical
€3 Status : "Communication Los
[ Events Calendar
259 Management
=2 Hoges Settings
[ @Type: P
& Type - msw
BType PR
B 1ype PP
[¢2Hodes Upgrade
=59 Settings
% Auto Discovery
] Actions
(J shutdown
{,'?Syslem
D Log
5 User List

[l — 5

@ox: 23 @ warning: 14

Rack Bay 542 Navision ERP

) Unknown: &

Rack Bay 543 Oracle ERP

166.99 226 192

IP address.
Description
Location
Contact

Eaton Intelligent Power® Manager — User’s Guide — / AH-1.26

Rack Bay 544 1T Lab

166.99.226.192
EATON BladeUPS.
IT Lab

patricz

Selection view
Information

@ 166.99.226.192

Description
Nominal apparent powier
IP address
Mac Address
o Class

Location
Contact
Link

Status

Wode

Battery state

Power Source
Load level
Battery capacity
Battery run time
Master output

Measures

Graph - 1 hour

EATON BladeUPS

60000 VA

166.99.226.192

00-E0-DB-12-E0-58

ConnectUPS Web/SNIP Card V4.34
TLab

patrice

@ On Energy Saving Mode
@ Fioating

@ onutiity

MMM &%

I o5 %
2h59mns2s

@ on
-

all—

23/06/11 - 11:00:00 am
Powered Applications - 0 applications
Events
Status Date
© 24061174513 am
© 24061174422 am

Lastevent: (@) 24/06/11-9:51:10 am - 166.99.226.218 - Reported communication error

Server Room Map view

23/06/11 - 12:00:00 pm

o[+
all—
Message
Communication with device is restored j
Ad

Communication with device has failed
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4.8 Events

4.8.1 Listrepresentation

Select the Events -> Events List and the following page appears:

E: TN Intelligent Power Manager : Q:

Yiews «/|@| | Events List 2 L Acknowledge selected events

= Su\f'iEWS Status Dite Mame Message Ack JAcknoW\edge all events
5= Mode List -
= ““‘uf.: d‘ " @ 20109034425 16599224129 Output on automatic bypass v & gleqortios
g Node L
u Powver Source g 21/01/09-085:45:22 166.99.224 4 Communication with device has faled W
= JEvents @ MDs0I04ET 166.89.25076 The outiet group 2 is off v
@
= gEwents List
L o 21/01/08-09:11:33 166.99.224 56 Communication with device has taled i,
& Everts Calendar
= S5 Management o 21/01/08-09:15:47 16699250112 Communication failure with enviranment senzor v
@NUUBS Settings o 21101 /09-09:30:31 166.99.224 146 The temperature 2 iz above high threshold vy
&Modes Uparad
[@iModtss Upgrads © 2minaosEn 166.99.224.145 The humidity 1 is sbove high threshold o
=7 Settings
&Autn Discavery e 211 /09-10:11:25 166.99.224 129 Communication with device has failed 4
] Actions 0 21/0109-10:20:43 166.99.224 129 Communication with device is restorec 4
" Shutd
up Shcown € 20108102542 1659925083 Communication with device has faied v
f,‘} Syatem
L] Log o 210108-10:27:13 166.99.230 833 Communication with device is restored Y, =
=
S user List 0 AmneAnTa7 16699 250 &3 Communication failure sith UPS v,
@  21mmg.q 2L January 2009 10:27:17 The UPS outaut is off v
o 21/ 09-10:27:36 166.89.250 83 Communication restored with UPS 4
0 21/01/09-10:27:36 166.99.250.83 The UPS output is on 4
g 21/01/08-10:36:02 166.99.250.83 Communication with device has faled W
(] 21/01/08-10:36:35 166.99.250 53 Communication with device i restored of ;I
Page Il of 35 b Bl | @ | 25 | [Ttems per page Displaying 1 - 25 of 852
@ oo @ warming: 0 © critical: -1 © Urknown: 0 | Lastevent: € 27/01/03-18:09:10 - 166,99.224,95 - Communication with device has faled

Alarms list.

All new alarms are stored in this log.
You can sort the alarms according to Status, Date, Name, Message and Ack.

The following functions are available:

Acknowledge selected events will add a check box in the Ack column for selected events
Acknowledge all events will add a check box in the Ack column for all events

Export Logs will create a logs.csv file with the following syntax:

""Date";""Node" ;" Type';"Level";""Object”;"Value"; ""Message"';
''2009/01/27-18:35:20.840";"166.99.250.83";""Measure' ;" 0" ;""UPS_PowerConverter. Input[1] .Frequency';"49";"";

Note: Export command may take several seconds before allowing download to create logs file

Select all will select all displayed events.
Deselect all will deselect all selected events.
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4.8.2 Calendar representation

Select the Events -> Events Calendar and the following page appears:

In this matrix representation, each line is a week and each column is a day of the week.

If you select a day or an interval (with date picker or shift+click command), events and statistics panels will
give you all information for this selection and will automatically refresh when new statistics have been

computed.

E Intelligent Power Manager : Q

/@

Yiews
= Wiewrs
5 Node List
§§Node Mlap
= Everts
E gEverts List
& Everts Calendar
= Management
[J3Nodes Settings
@Nodes Uparade
o7 Settings
A4 futo Discovery
] Actions
(P Shutdown
@Symam
Elon

G User List

Events Calendar Selection view

Wigek T Sunday Mondsy  Tuesday  Yyednes.. Thursday | Friday Saturday Ewents

8 (02/20... &0 @0
o o

7 (02720 Date: February 23, 2009 00 00
@ s
0 o
o 58

200000000000000 ¢

Date:

02/2308-612:1...

02r23M09-5:58:5...

02023i08-5:58:5

02/2309-5:00:5...

02r2309-4:45:4...

02023i09-4:43:3

02/23108-4:34:2

02723084275,

0202309-4:17:2...

02/23108-4:13:5

02/2308-4:01:2...

02/2303-4:01:2..

0202308-4:01:2

02/2309-353:2...

02r23109-3:56:4...

Statistics - 022309

Matne:

16699224154
166.99.224.136
16693 224 136
166.99.224.129
166.99.224.129
16693 224129
16693224123
166.99.224.129
16699224129
16693 224 129
16699224129
166.99.224.129
16693 224129
166.99.224.170

166.99.224.170

Metweark communication with device lost
Communication between card and deviee lost
The UPS output is off
Estimated consumption
Porver lost court
Cumuilated poveer (05t time

UPS fautt

UPS overload

4.8.3 Nodes Events list

The icons in the different views represent the event severity.

&

Message Ack
Communication with device ha... ﬂ
Cammunication failure with LIPS

The UPS output is off

Communication with device ha...
Cammunication with device is .
Comtnunication with device ha
Communication with device is
Communication with device ha...
Cammunication with device iz .
Communication with device ha

The UPS output is off

Cammunication failure with LIPS
Comtnunication with device is
Communication with device ha...

Communication restored with .. LI

S7E3RVAR
3

Bmin 42 =

3

1

Ilcon Event status

@ Normal. With this event, the device is coming back to a normal status.

Event list (UPSs, ePDUs, Applications, Generic devices):

Communication with device is restored
Communication restored with UPS

The system is powered by the utility

The UPS output is on

Communication restored with UPS

Battery OK

UPS returns to normal load

UPS OK

Bypass : Return on UPS

End of low battery alarm

The outlet group 1 is on

The outlet group 2 is on

Communication failure with environment sensor
Communication restored with environment sensor
Humidity is in normal range
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= Temperature is in normal range
= |nput #x on

= Input #x off

= End of warning alarm

= End of critical alarm

= Redundancy restored

= Protection restored

Event list (ePDUs specific):

= The input frequency is in normal range

= The input temperature is in normal range

= The input voltage is in normal range

= The input {x} is in normal load

= The section {x} current is in normal range

= The section {x} voltage is in normal range

= The outlet group {x} current is in normal range
= The outlet group {x} is in normal load

= The outlet group {x} is on

= The phase {x} output load is in normal range
= The output frequency is in normal range

= The output load is in normal range

= The output voltage is in normal range

@ Warning. A problem occurred on the device. Your application is still protected.

Event list (UPSs, ePDUs, Applications, Generic devices):

= The system is powered by the UPS battery

= Qutput on automatic bypass

= Qutput on manual bypass

=  Humidity is below low threshold

= Humidity is above high threshold

=  Temperature is below low threshold

= Temperature is above high threshold

=  Warning Alarm (a generic Warning alarm is active on the device)
= The device is under its load alarm threshold

= The device is over its load alarm threshold

=  Protection lost

= Redundancy lost

= Shutdown in {time}

» Remote Communication Error (remote communication or configuration issue is detected)

Q Critical. A serious problem occurred on the device. This problem requires an immediate action.
Your application might NOT BE powered anymore.

Event list (UPSs, ePDUs, Applications, Generic devices):

= The UPS output is off

= The outlet group 1 is off
= The outlet group 2 is off
= Battery fault

= UPS overload

=  UPS fault
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= Low battery alarm
= Applications must stop immediately...
= System shutdown in progress...

= Critical alarm (a generic Critical alarm is active on the device)

Event list (ePDUs specific):

= The input frequency is out of range

= The input temperature is above high threshold
= The input temperature is below low threshold
= The input voltage is above high threshold

= The input voltage is below low threshold

= The input {x} is overload

= The section {x} current is too high

= The section {x} current is too low

= The section {x} voltage is too high

= The section {x} voltage is too low

= The outlet group {x} current is too high

= The outlet group {x} current is too low

= The outlet group {x} is overload

= The outlet group {x} is off

= The phase {x} output is overload

= The output frequency is out of range

= The output is overload

= The output voltage is above high threshold

» The output voltage is below low threshold

@ Communication lost

Event list:

= Communication failure with Device or Application

@ Deviceis not managed

Your device is not managed due to license limitation. Please go to Settings -> System page to

enter a Silver or Gold license code.
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4.9 Launching Device or application Web interface

From the Status panel, you can access the Web Page for Eaton cards or applications including a built-in

web server. Click on the web Link associated to this blue icon ® (http access) or this yellow one @ (https
access).

TN
E - Network Management Card
e p——
g LIS iroparties.
I —
@ e —_
Core w5 P
- S04
s
Loge ans hotitcation e
i
SystamLag |
Smaarean FEET— |
Fower sourse: A Fower
prr—
o Dot o eeel: [T R
= @ oo on
o Outsut @ cown on
Tme @ Gruz: on
e dpiead pasieny
Eatiery load el OO o Eharging
e—

p— Ftning heckip g BN ans

Setngs Eatliry aletia o

el Lest Lsdens - 20024008 14:35:7

+ Idesificatinn Syvtres Conliguaaton

Opening different Web interfaces from Intelligent Power® Manager

4.10 Defining sub views

= Wiews
= E7EMode List
@Category : 'Devices'
@Categc-r\; - Application’ L. . i i
§ S Locetion 3200 5. Susan S, Sant Y OU €N select many criteria in order to organize your tree (i.e. geographical,
EﬁLocaﬁon ; "Computer Room' organizational, by status...).
273 Location : 'HPO Finland
= ungNode Map
@Type 'Ups!
@Type 'POLS
EType : Application
=) Events
9% gEverts List
@ status - or
@Status: "k nine'
estatus: ‘Critical
@Status : 'Communication Lost'

When you have to monitor large configurations, it is helpful to define several
sub views and then filter the nodes or events in theses categories.

= Select a view in the left menu (e.g. Devices)
= Right click on this view and the following contextual menu appears.
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Yiews < @/ | ModeLi

& s 2 s
=8y Mode List

GCategDry Seslusee L:’] e

& Categary Create a sub view
EE&ELDCWC‘” Create & sub view from ...
grgLocation
EELoca’[ion Remove this view
= nug Mode hiap
@T\;pe C'UR
@TYFJB PO Share this wigw
EType A

=l Everts

L) .
=3 gEvents List Rename this view

eStatus s

7 Edit Filter view
@Status : l@

ﬁstatus:' B Logout ‘admin’
eﬂtatus:' A e ——

= Click on Create a sub view from ... and follow the instructions.
= Tofilter the nodes in this sub view, right click on a line of the Node List area and edit a Filter View.

¥Yiew filter rules ¥

Add rule  Delete rule

[T] Ohject COperation Walle
|:| Category / Type = C] Devices (DEY)
rLDCEI‘tiDI‘I ’ccnntains I Coomputer Raom

[ Save ] [ Cancel ]

= To add a filtering rule, click on the Add rule button then key in the Object, Operation and Values.
= With this filter you will view the Devices whose Location field contains the value “Computer
Room”.

4.11 Sharing sub views
A customized sub view is “attached” to the user that created it. It is private (marked with a small man on the
icon of the sub view). If the owner of the sub view wants to allow the use of the sub view by the other users,
he needs to share the view.

A Right-Click on the view allows you to open the contextual menu:
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Create a sub wiew

Create a sub view from ...

Share this wigw

Revert this view

“Subview example” is private (customized and not “Subview example” is public (customized and

shared) shared)

“Node Map” is customized and not shared. “Node Map” is customized and not shared.
Views & || Views <« || @
=l ies =l Views

=55 Node List = 2= Mode List
Bl . B .
B2 Subview example B Subview exarmple
o Poweer Source  Power Source
1 (=™
n‘“;; Mode Map &4 Mode Map

Customizing a view cancels the sharing of this view. For the use of this view by all the users, the owner of
the view must share it again.
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5 Shutdown

5.1 Introduction

Intelligent Power® Manager provides local computer graceful shutdown (acquisition through Network-MS
(ex 66102 / 103006826) PXGX2000, PXGX-UPS, ConnectUPS BD, ConnectUPS X and Modbus-MS (ex
66103), USB, RS232)

This Shutdown feature can be Enabled / Disabled from the Settings -> System -> Modules Settings

5.2 Shutdown Configuration

e Login with an administrator user profile
e From the Settings menu Item, select the Shutdown item:

Yiews « /@  Shutdown L:?Ed'rt piovEr SOUFCE
=il Wiewes o Power Source Configuration EEdﬂ shutdowen configuration
' Power Source Powver source: 166.99.224.131 (it acvanced shutdown criteria
=] _"vaents . Loag zegment; Master output C“ﬂEdﬂ LIPS configuration
& ~Bwerts List Lagin ! Passwaord: ﬁ
& Events Calendar g Configuration ™
553 Settings &B 2at access

Shutdown timer: Hone

i S| Test shutdown
Shutdowen durstion: 120 second(s)

£ duto Discovery

] Actions Shutdown type: Hibernate
[i

:‘;Shmdown C} Criteria

P2 System

; l Log Shutdowen criteris iz reachad

q:l User List L:‘,] UPS Configuration

Loy hattery alarm level 30 %

Load segment #1 restart delay: 0 second(s)
Load segment #2 restart delay: 1 secondis)
Audible slarm: Enabled

To configure, perform the following actions:

= Click on Edit Power Source configuration.

= Inthe Power source field select the UPS that powers the computer hosting Intelligent Power®
Manager.

= Check other parameters.

= Click on Save.

e Please refer to the Intelligent Power Protector User Manual for a detailed description of the
shutdown feature.

e Shutdown through Hibernate: If available with your operating system, it is better to use the
hibernation feature (available from Windows 2000) as there are a number of advantages. When the
computer is shutting down all work in progress and system information are automatically saved to
the disk. The computer itself is also de-energized. When mains power returns, all the applications re-
open exactly as they were and the user placed back in their work environment...

The Hibernate function must first have been activated in the operating system (In the power options
on the Windows control panel -> Hibernate tab).

Note: If you select hibernate, but your computer does not have this function, Intelligent Power®
Manager will still protect the installation by carrying out the normal (default) shutdown.

5.3 Power Source View

When Shutdown feature is configured, from the Views menu Item, select the Power Source item.
You will be able:
= To supervise the information from the UPS that powers the Intelligent Power® Manager computer.
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5.4 Shutdown Sequence

You will find more details on “Shutdown Sequence” and “Shutdown Use case” in Intelligent Power® Protector

user’s manual.

Notes:

Heawaien

e IPM can acquire shutdown alarms from IPP with the “Shutdown Controller” enabled.
e You can not enable the “Shutdown Controller” feature in IPM.
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6 Advanced Management

6.1 Nodes Settings

6.1.1 Single node Configuration Display

Intelligent Power® Manager can display the card/application configuration. Proceed as follows:
= Select one card from the list.
« After a few seconds, on the right hand, the Node configuration panel is updated.
« Use the Configurations-> Export Configuration file to export this configuration to a file.

E:-T-NM Intzlligent Power Manager ,H
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2 5vewa T | Siaba Durepior ey Arcamy Lk 100 2 25000 LA
i s e o - Mvcrt e § (B — A R AR
o v [= ] ] P etk b %]
P
o ,': i " 8 - P 10OG T P ® Hosiamr
e Cabraer d o = — T R ¥ s ko g
iinagunirs P & mnm “rarers [ - w g @ :_"'""' Boet v g o e
oo Sellrgs L e
e Upgracn B f 'R Evudaborn: 050 v Mavegerani © 0 B Dr Rl SR R
= "_;:::hm'r @ & Ewsan Fecdiorn 1130 Horw mwagerat £ gt i ;.--\- ; - .:::.::
d Bt & mnx P — ] g .
drmnisren LR RREAT
i mripaciver
TLe Tmazad
e
= Sy et g
= axiiis Castral
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Tnge o
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Top Doty
pra— 1 - Warmeg
= e sty &
Lo nl
e Epnchrmncion FeraaTaia
WIS s e
e e Ty
Livn Cryighi Zarvimsg Taeo Drvatbed
= fuakete F

6.1.2 Single Card settings

Intelligent Power® Manager can configure a single card. Proceed as follows:
= Login with an administrator profile.
= Select one card from the list.

=  From the Node List button &/ -> Set Login Parameters, enter the card Login and Password.

The access status changes from Access Denied ( M ) to Access OK ( ‘fﬁ').
= After a few seconds, the Node configuration panel is updated.

= Click on the Edit button “ [or load a previously created configuration].
In the Configuration Window check the parameters you want to change and fill in the new values.
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Metwork Settings Configuration %
Hastname: B
1P Address: (=]
Subnet Mask: (=]
Gatenay: |}
Domain Name: (=]
DHCP: Enabled 7
Primary DMT server: (=]
Secondary DMS server: |:|
SMTP Server (email): mysmtpserver
SMTP Authentication: v (=]

= Apply the changes.

= The parameters that have different values on the cards and on the configuration to apply have the
following sign “#”.

= Then select the parameters you want to synchronize (with the check box).

= Then click on Synchronize button.

Note:

Some advanced parameters details are not displayed in the IPM Node configuration screen. You need
to change the advanced parameters details directly on one device and then synchronize the
configuration from this device to other devices.

On next screenshot, we provide a typical example with ePDU Power Schedule configuration. The details
of Power Schedulel to Power Schedule 8 are available from the device web interface. Checking all the
“Power Schedule X- advanced parameters” will synchronize all the advanced parameters details of the

category.
« | Power Schedule &
Selectal [7]
Poweer schedule 1 - name: Power Schedule 1 []
Power schedule 1 - advanced parameters:
Powver schedule 2 - name: Dosar Sehadula 2 [F]

Power schedule 2 - advanced paramete fldvanced PEIEEHERS §re Lorisplaveecaticlie
interface for more details,
Poweer schedule 3 - name: FOWET STIEume 5[]
Power schedule 3 - advanced parameters:
Poweer schedule 4 - name: Power Schedule 4
Power schedule 4 - advanced parameters:
Poweer schedule 5 - name: Power Schedule 5
Power schedule 5 - advanced parameters:
Poweer schedule B - name: Power Schedule 6
Power schedule § - advanced parameters:
Poweer schedule 7 - name: Power Schedule 7
Power schedule T - advanced parameters:
Poweer schedule § - name: Power Schedule §

FO0ROEOEOEOE

Power schedule § - advanced parameters:

6.1.3 Multiple Cards Configurations Synchronization

Intelligent Power® Manager can synchronize multiple cards configurations. Proceed as follows:
= Select several cards from the list.

=  From the Node List button &/ -> Set Login Parameters, enter the card Login and Password.

The access status changes from: Access Denied ( & ) to Access OK ( o ).
= After a few seconds, the Node configuration panel is updated.

= From the combo box select the configuration that will be the model [or Click on the Edit button « ].
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= The parameters that have different values on the cards have following sign “#”.
= Select the parameters you want to synchronize (with the check box).
= Click on Synchronize button.
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6.2 Nodes Upgrade

6.2.1 Upload Device Firmware

From the Management menu Item, select the Nodes Upgrade item.
Refer to the Network cards release notes to determine the latest Firmware release compatible with the
Hardware revision.

Intelligent Power Manager

Wi # @ | Hede sk 4 Suhortion viow "E
23wy Tvpe Sl Hama Upprais iz Chaz Arruam Link Farwrnbnl
”=|:$¢::?"“ v | O s ek Shakkran oakie 1340 & Iz} Frrmaara -
& e Hodka ng =} 0 s & itk Shasran boskie 13 50 @ Fie Dty Inpeat Firrwaara [
=2 J_r“"‘" = | [ Rt Fa RE & ik Shubdren bodie )1 70 & s @ fie_fmbn A4 Expoat frreaara li...
=g Evenis Lini 1
W Fvenis Do (5] [ SRRt e RE @ etk Bt Cad P A =] | Ferwrea [omwaie ...
g JIE::::N . Ed (1] 10033 75 70 @ hletwork Mansgasant Cad M ik ] i} Uplaad frresstoba nodes
I Hatas pads =] @ A & Histwark Fhukkram Wioie | 130 [z
ol i Satings [= | 9 s & Histwark Shusdran Wodus | 150 iz}
&IM""“‘""" = @ epnsIOOOD e sdain i Hietwark Shukdram Voule 1110 [iE]
Ardane
(g Brtonm £ &  immEm i} Flebwark hwusgarsant Cad 10T & e B
'ﬁ’f“"" 3 & wwaznm i) [T ——— Y B win B
ifLeg
13l Lint I3 ﬂ EERT IR @ Hetwark Mwagarsant Cud M DB @3
[E] .ﬁ. BT S T @ Hrtwark blansgarsand Caid LGART & wn [::»‘3

Perform this procedure to upload a Device firmware:
= Select the cards in the List.

= From the Node List button &' -> Set Login Parameters, enter the card Login and Password.

The access status changes from: Access Denied ( o ) to Access OK ( o ).

= From the Firmware -> Import Firmware File... list box; the uploading window appears.
> Click Browse ... to select the firmware from a disk accessible from the computer.
> Click Import.

= Click on Firmware -> Upload Firmware to nodes.

= The cards will be updated with the firmware selected.
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6.2.2 Upgrade applications

From the Management menu Item, select the Nodes Upgrade item:
EF:T°N Intelligent Power Manager

Yiews <& Node List @ | Selection view »|@
= @‘]\"BWS Type Status Mame Upirade status Clags Access Link Applications update =
) & Node List
i3 166.99.224.111 Hetwark Shutdovwn Module /310
g&"n“"e’ Source ¢ o & © Update selected nodes
0 ghace Map =} [x] 166,99 224.95 Py Metwork Shutdown Module § 320 ®
2 S5Events [= ) ©  1ee9322405¢ A Hetwrork Shutdowen Module § 3.20 & awnn @
#3 gEvents List
#Events Calendar @ [x] 166,99 224.153 @ Metwork Management Card § F4 ®
= I Managament @ @  tessezT0 @ Network Management Card (1061 @ ®
@Nodes Seftings
[¢2hianes Upgrade 2 Q@  1eEmzds poy Hetwark Shutdavn Module J 320 ®
=3 Settings [= @ sz A Hetwork Shutdown Mocule £ 3.20 ®
Auto Di
’%Amu seavery =} @  csoiiwess00370.eur0.ad et co A Network Shutdown Wocle /310 ®
& ions
(@ shutdown @ () 166 99 25082 (@) Metwork Management Card § EB A& womin ®
@t
‘[':j L;‘g =m @ @  tessszE0E @ Metwark Management Card / EB A amn ®
Ghuser List @ [x] 166,99 224115 @ Metwork Management Card i 1.0 k1 & ®

Perform this procedure to update the applications:
= Select the applications in the Node List

= from the Node List button &' -> Set Login Parameters, enter the access Login and Password

. fs)
The access status changes from: Access Denied & to Access OK
= From the Applications update panel, click on Update
= The status of the Applications with respect to the version is updated.
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7 Virtualization Module

7.1 Introduction

The IPM Virtualization Module for VMware, Microsoft and Citrix requires a network shutdown environment.
The UPS has to be connected through a network interface (e.g. NMC) and the protection software (IPP) has
to be configured in order to communicate with this network interface. Each peer-to-peer interface (i.e.
USB/RS232) between IPP and the UPS doesn't allow using this virtualization module.

The IPM Virtualization Module will retrieve information from the Hypervisor (e.g. ESX, ESXi, XenServer, ...)
or Manager (vSphere, SCVMM, ...).
IPM will execute advanced features on UPS Power Events:
e Trigger the move of the Virtual Machines to other servers (Put the VM host in maintenance mode).
=> The data center will benefit with this zero down-time feature.
e Trigger Shutdown of the VM Host with VCenter (With SCVMM this feature is done by IPP).
=> The data center will benefit from servers graceful shutdown.

7.2 Eaton Virtualization solutions for VMware, Microsoft, Citrix and
Opensource Xen, KVM

7.2.1 Eaton solutions for VMware

IPM and IPP configurations for VMware

vmware

E-T-N

Powering Busingss Wordhwide

(

upPs UPS

Eaton provides 3 solutions for VMware that are illustrated on the above architecture diagram:
1. the first one provides ESXi * server graceful shutdown. IPP is installed on a VIMA/VMA (one instance
of IPP per ESXi).
This solution is the best one when
=> vCenter Server is not available for management of hosts
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=> Number of ESXi is Limited
paid ESXi version only. Free version cannot be shutdown because of VMware restrictions.

(Refer to the IPP Appendix document: IPP Installation and Configuration Guide VMware ESXi virtual
architecture).

2. the second one provides ESX server graceful shutdown. IPP is installed on each ESX operating
system.
This solution is the best one when:
=> vCenter Server is not available for management of hosts
=> Number of ESX is Limited
(Refer to the IPP Appendix document: User manual extension for VMware ESX 4.0).

3. the third one is for multiple ESX and ESXi servers (paid version only).
It provides following features
=> Remote graceful Shutdown of multiple ESX/ESXi servers and hosted VMSs.
=> ESX/ESXi Remote maintenance (vMotion)
=> an IPM Plug-in is created in vCenter
=> UPS events are accessible through vCenter
This solution is ideal for biggest infrastructures working through vCenter server
This solution is described in this chapter of the IPM user manual.

7.2.2 Eaton solutions for Microsoft

IPM and IPP configurations for Microsoft

I
A v

-
Windows Server 2008
Hyper-¥~

E-T-N

Powering Business Wordwida

(

Power

UPsS uPs

For Microsoft, Eaton provides 2 solutions that are illustrated on the above architecture diagram:
1. the first one provides graceful shutdown for Hyper V server or Hyper V on 2008. IPP is installed on
each Microsoft operating system.
This solution doesn't require SCVMM management software
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(Refer to the IPP Appendix document: User manual extension for Hyper-V and HyperV server).

2. the second one is for multiple Hyper V and Hyper-V servers
It provides following feature:
=> Hyper-V/Hyper-V server Remote maintenance to trigger VM Live Migration.
This solution is ideal for biggest infrastructures working through SCVMM server
This solution is described in this IPM user manual.

7.2.3 Eaton solutions for Citrix Xen

IPM and IPP configurations for Citrix Xen

CITRIX'
E-T-N

Fowening Busess Warldwide

(

Power

UPS UPS

For Citrix, Eaton provides 2 solutions that are illustrated on the above architecture diagram:
1. the first one provides graceful shutdown for Citrix Xen. IPP is installed on each Citrix Xen system.
This solution doesn't require Xen Center management software
(Refer to the IPP Appendix document: Installing and configuring Intelligent Power® Protector On
Xen Virtualized Architecture).

2. the second one is for multiple Xen servers
It provides following feature:
=> Xen server Remote maintenance to trigger VM Xen Motion.
=> Xen server Remote shutdown
This solution is ideal for biggest infrastructures working through Xen Center
Since IPM1.25 this solution is now integrated in IPM and described in the appendix chapter of this
manual.
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7.2.4 Eaton solutions for Opensource Xen

IPP configuration for Opensource Xen

Xen

E.-T-N

(

UPS UPs
Eaton provides following solution for Open source Xen that is illustrated on the above architecture diagram:
e |t provides graceful shutdown for Xen. IPP is installed on each Xen system.
(Refer to the IPP Appendix document: Installing and configuring Intelligent Power® Protector On
Xen Virtualized Architecture).
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7.2.5 Eaton solutions for Redhat KVM or Opensource KVM

IPP configuration for Redhat KVM or
Opensource KVM

Q redhat N(VM
ETN_

Network

UPS UPS

Eaton provides following solution for Redhat KVM and Open source KVM that is illustrated on the above
architecture diagram:
e It provides graceful shutdown for KVM. IPP is installed on each KVM system.

(Refer to the IPP Appendix document: Installing and configuring Intelligent Power® Protector On
KVM Virtualized Architecture).
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7.2.6 Eaton solutions for Citrix XenClient

IPM and IPP configurations for Citrix Xen Client
Solution 1 Solhtion 2

L]

E:1-N

Frageong Roterain Abritaeds

( MNetwork {],
| T
1 ' | PP Linu
| i -.-"
: h'" client :
E. I
: S ] 1ppl Windows
| T
: | Virtual Machines
—Power
uPs uPs

Eaton provides following solution for Citrix XenClient that is illustrated on the above architecture diagram:

e It provides graceful shutdown for XenClient. IPP is installed on each XenClient system or on each
Virtual Machine.

(Refer to the IPP Appendix document: Installing and configuring Intelligent Power® Protector On
XenClient Virtualized Architecture).

7.3 Tested environments

Eaton has validated the Virtualization Module in following environments. Other environment may also be
compatible with Virtualization Module but are not officially tested.

7.3.1 VMware

e vCenter 5.0 on Windows server 2008 x64 and Windows server 2008 R2 x64, Windows server 2003
x64, Windows server 2003 R2 x64,

e vCenter Server 4.1/4.0 on Windows Server 2008 R2, 2008 Enterprise 64 bits, 2008 Standard 32 bits
and 2003 64bits

e ESXi5.0/4.1/4.0 (remote shutdown from IPM or with IPP on vMA)

e ESX 4.1/4.0 (shutdown with IPP on core OS)

Note: if your installation just has a limited number of ESXi Servers and if you don't use Cluster features,
you don’t need IPM remote shutdown feature. To protect your ESXi Server you can install IPP on a
VMA/VIMA, please refer to the IPP Appendix.
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7.3.2 Microsoft

e SCVMM on Windows Server 2008 R2
Windows Server 2008 R2 with IPP

7.3.3 Citrix

XenServer 5.6 and 6.0.0
XenCenter 5.6 and 6.0.0
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7.4 Enabling the Virtualization Module

To enable the virtualization module you must go to the “System” -> “Module Settings” panel and enable it as
shown in the following screenshot:

Edit modules settings ¥
Managerment
[ Shutdown
[ Wirtualization (Metwork Solution Onlky) j
[ Redundancy
[ Save ] [ Cancel ]

7.5 VMware Supervisors Prerequisites

The virtualization module requires the following prerequisites:
e VMware vCenter and vSphere Client installed.
Note that vCenter and IPM could be installed on the same server (or on a VM/Server on the network)
e To provide the VM graceful shutdown, you have to install VMware tools on each VM
e Since IPM 1.25, the vSphere SDK for Perl is no more required.

You must also have a knowledge / experience with IPM software and VMware Infrastructure.

7.6 Citrix Supervisors Prerequisites

The virtualization module needs following prerequisites:
e XenCenter installed to manage the XenServers
e To provide the VM graceful shutdown, you have to install Xen tools on each VM

7.7 Microsoft Supervisors Prerequisites

The virtualization module needs following prerequisites:

e The Powershell Snapin for SCVMM. To get it, either
=> install the VMM console on the machine hosting IPM
=> or install IPM on the machine hosting SCYMM.

e The server hosting IPM must be on the same Windows Domain than SCVMM Server

e The server hosting IPM must enable the execution of third party scripts on the local machine
(minimum access “Remote Signed”) (examples: Set-ExecutionPolicy RemoteSigned).
The next screenshot displays the parameters after the configuration example.
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istrator: Windows Powershell - Virtual Machine 2
PS C:sWindowsssystem3d2» set—ExecutionPolicy RemoteSigned

Execution Policy Change

The execution policy helps protect you from scripts that you do not trust.
Changing the execution policy might expose you to the security risks described
in the ahout_Execution_Policies help topic. Do you want to change the execution
policy?

[Y]1 ¥Yes [N1 Mo [51 Suspend [¥]1 Help <{(default is "¥'"):

PS C:sWindowsssystem32» get—ExecutionPolicy L

ExecutionPolicy

MachinePolicy Undef ined
UserPolicy Undef ined
Process Undefined
Currentlzer Undefined
LocalMachine RemoteSigned

PS C:sWindowsssystem32>
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7.8 Adding Manager or Hypervisor List

7.8.1 Introduction

Steps:
e Enable the virtualization module (as explained previously).
e Then a new Virtualization menu entry automatically appears in the “Settings” menu.
e Click on this new Virtualization menu entry
e You can Add Manager or Hypervisor List on the right panel.

E-T-N Intelligent Power® Manager

Yiews «|@]  ¥irtualization ('@ &dd Manager or Hypervisor List

=) Vieves &) VMware vCenter 7
e #
Brg Mode List Hostname of P address: wCentert
Username: admin =
Pazsword "
. [§ Power Components wizenter Plugin: Unregistered
]
8 g Node Map &) VMware ESX/ESXi 1
= JEverts Hostname ar P address: ESX1

= 'y Power Source

° .
&= Buerts List 9 Microsoft SCUMM
iEverts Calendar Hostname or [P address: 166.12.23.24
= vk rit —
= ﬁé‘:‘?megaﬂ' &) VMware vCenter
ones ings Hostname or IP address: 166.78.3.4
@Nodes Upgrade Username: admin
E] Setfings Paz=zwordt *****
=] o ) wiZenter Plugin Registered
.&.ﬂ\uto Dizcovery .
£ actons ;J’ cc “r;m }:nce:;ﬂl led
enCenter Plugin: Disabled
(P shutdown 4
D virualization =) Citrix XenServer
Hostname or IP address: 166.23.45.34
System
[ Log
&
ﬂﬁ User List

To Edit or Remove, Managers or Hypervisors, you have to select a line in the center panel first.
In the next paragraphs, we explain how to add different kinds of Managers and Hypervisors.

7.8.2 Adding a vCenter Server Manager

To add a new VMware vCenter, complete the following fields.

Add Manager or Hypervisor List ¥
Product: Whlweare wCenter hd
Hosztharme or IP 10.0.12.52
address:

Izername: root
Password: srsssase
wiZemter Plugin: O

[ Save ” Cancel ]

= Product The type (VMware vCenter)

= Hostname or IP address The VMware vCenter Hostname or IP address.
= Username The VMware vCenter Administrator Username
= Password The VMware vCenter Administrator Password.
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= vCenter Plugin Installs and configures the Intelligent Power manager Plug-in into vCenter.
Please consult the Appendix1 in this user manual when using this feature.

Click on Save after the fields are updated.

Note: When configuring the Login and Password, we recommend using the IPM Web interface through
https. Using http is also possible but the Password is sent to the local or remote server in clear. In both
cases, the password is stored encrypted in IPM and never resent on the Client side.

The encrypted password is stored in the following configuration file ($IPMFolder$\configs\vmconfig.js).

7.8.3 Adding a SCVMM Manager

To add a new Microsoft SCVMM, complete the fields below:

Add Manager or Hypervisor List 4

Product: Microsoft SCMM v

Hostname ar IP
address:

[ Save H Cancel ]

= Product The type (Microsoft SCVMM)
= Hostname or IP address The Microsoft SCVMM Hostname or |IP address.

Click on Save after the fields are updated.

7.8.4 Adding a VMware ESX/ESXi Hypervisor List
To add a new VMware ESX/ESXi List, complete the fields below:

Add Manager or Hypervisor List ><

Procuct: Widweare ESK/ESK »

Hosthame or IP 10,0.12.12,10.0.12.13
address:

[ Save H Cancel ]

= Product The type (VMware ESX/ESXi)
= Hostname or IP address The List of VMware ESX/ESXi Hostname or IP address.
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7.8.5 Adding a Citrix XenServer Hypervisor List
To add a new Citrix XenServer List, complete the fields below:
Add Manager or Hypervisor List ¥
Product: Citrix Xenserver hd

Hostname ar IP 10.0.12.14,10.0.12.15
address:

[ Save ] [ Cancel ]

= Product The type (Citrix XenServer)
= Hostname or IP address The List of Citrix XenServer Hostname or IP address.

7.8.6 Adding a XenCenter

As Citrix XenCenter is a Client and not a Manager, we add the possibility to install a plug-in on the system
where XenCenter is installed.

This plug-in enables the user to use IPM into XenCenter.

Add Manager or Hypervisor List ¥

Product: Citrix XenCenter W

XenCenter Plugin:

Save H Cancel ]

(Refer to the following appendix: “Configuring the XenCenter Plug-in)

7.9 Configuring Hypervisors (ESX/ESXi Server, XenServer)

7.9.1 Introduction

If you previously “Added a Manager” in IPM:
e Once you have entered the correct information for the manager, IPM connects to the manager
(vCenter or SCVMM).
e IPM automatically retrieves the VMHost information and creates new nodes in IPM for each VMhost
e |IPM automatically creates two different types of nodes that will be described after (you can see the
new node in the Node List)
e You can now proceed to the Maintenance and Shutdown configuration step

If you previously “Added an Hypervisor List” in IPM:
e Once you have “Added a new list of Hypervisor”, IPM creates new nodes and waits for the

credential.
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7.9.2

We explain on the next chapter how to configure the credentials for hypervisors (ESX/ESXi,
XenServer)

IPM creates two different types of nodes that will be described after (you can see the new node in
the Node List)

=]

(%) "IP or Address Whivare ESKIi 41 O buil..  Whiware y ®

Credential configuration for the Hypervisors (ESX/ESXi, XenServer)

You have to configure the node credential in the Node Configuration Panel.
+ | System Settings &

Selectal [
[System access) Login: root |:|
[=ystem access) Password: B |:|
UPS Cortact: [
UPS Locstion; [

Once you have entered the correct information, IPM will retrieve Hypervisors information.
You can now proceed to the Maintenance and Shutdown configuration step

7.10 Configuring Maintenance and Shutdown

7.10.1 Introduction

Once you have entered the correct credential information for your Managers and Hypervisors, you
have to configure the Maintenance and Shutdown sequences according to the availability needs of
your IT infrastructure when power fails. There are two types of VMHost nodes as explained in
following sections.

7.10.2 The VMhost has No IPP

There is no IPP installed on the server that is hosting the Hypervisor (VMHost). In such case the Shutdown
is remotely done by IPM. Only with VMware hypervisors and Citrix XenServer, this shutdown
configuration is used.

In this case, the node has both the functionalities of remote maintenance mode and remote shutdown .
You can configure the node and add a Power Source in the Node Configuration Panel shown below.
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4| shutdown Settings &

Remote Maintenance:

Maintenance Timer:
Remote Shutdown:

Remote Shutdowen of the Vidual Machines:

Powver source;

Load segmert:
Master - Shutdowen duration:
Master - Shutdowen after value:

Select all

Maintenance Disabled
-1 second{s)
Shutdown Disabled
Disabled

Master output
120 second(s)

OO0OO0OoOoOoOOoOO

-1 secondis)

After Configuration (Please, refer to Nodes Settings paragraph to use the configuration interface.)

= | Shutdown Settings #

Femote Maintenance:

Mairtenance Timer:
Femote Shutdown;

Remote Shutdown of the Virtual Machines:

Povver source:

Load segment:
Master - Shutdoswen duration;
Master - Shutdowen after value:

Select al
Maintenance Enabled
10 second{s)
Shutdown Enabled
Enabled

166.99.250.26

Master output

120 second(s)

OOOoOOo0OoOoOoO

6l second(s)

Parameters Values Description
When enabled, it allows the server
management tool to move the virtual
Remote

Maintenance

Enabled, Disabled

machines from this server to another server
in case of "UPS on battery state” and
"Maintenance Timer elapsed"

Maintenance

User to Type a value

Time elapsed “on battery state” before the
IPM triggers the state of the Hypervisor to

timer change to maintenance mode
Remote When enabled, it allows IPM to gracefully
Shutdown Enabled, Disabled shutdown this server in case of “UPS on
battery state” and Shutdown criteria reached
Remote Enables the IPM to shutdown the Virtual

Shutdown of the
Virtual Machines

Enabled, Disabled

Machines before host gets shutdown and
restart the VMs when the host restarts
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The UPS powering this server. This node

PowerSource IP address of UPS should exist in IPM
Master,
Load segment Load Segmentl, UPS load segment powering the server

Load Segment2

Master — This is a Server Shutdown criteria is the
Shutdown User to Type a value | time needed for the server to shutdown
duration gracefully

This is a Server Shutdown criteria is the

Master — time elapsed “on battery state” before
Shutdown after User to Type a value | graceful Shutdown. This timer must be
value greater than the maintenance timer. “-1”

value means that timer is disabled

Note:
e The Remote Shutdown functionality is reserved for VMware ESX/ESXi and Citrix XenServer nodes.
(Microsoft Hyper—V benefits from local IPP shutdown).
e The Remote Shutdown of the Virtual Machines is supported on VMware ESX/ESXi
e The Maintenance Timer must be less than the Shutdown after value.

7.10.3 IPM detects IPP running on the VMHost

There is an IPP installed on the server that is hosting the Hypervisor (VMHost). In such case the Shutdown
is done by this IPP.

In this case, the node contains both parameter types:
e The remote maintenance mode feature parameters.
e The IPP shutdown parameters (as an IPP will perform locally the shutdown).
Note: all the parameters are retrieved from the IPP, and you will configure the IPP from IPM in this
Node Configuration Panel.

Please, refer to Nodes Settings paragraph to use the configuration interface.
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4 | shutdown Settings &

Toogle sl [
Remate Maintenance: Maintenance Disabled [
Maintenance Timer: -1 second(s) []
Paweer soUrce; 166.99.250.26 [
Load zegment: Master output |:|
[MRC gocess) Login: unknown |:|
[MMC socess) Password: unknown |:|
Master - Shutdown duration: 120 second(s) [
Mazter - Shutdown after value: -1 secondis) []
Povwver zource shutoff: Enabled [7]

= Remote Maintenance

= Maintenance timer

= PowerSource

= Load segment

= (NMC access) Login/Password:
= Master — Shutdown duration

= Master — Shutdown after value

= Power source shutoff

Enabled or Disabled (When enabled, it allows the server
management tool to move the virtual machines from this server to
another server in case of “UPS on battery state” and Maintenance
Timer elapsed).

Time elapsed “on battery state” before the IPM script changes the
state of the Hypervisor to maintenance mode.

“-1" value means that timer is disabled.

Please refers to Appendix: Configuring Maintenance mode and
vMotion with vCenter and Appendix: Configuring Maintenance
mode and LiveMigration with SCVMM

The UPS powering this server.

UPS load segment powering the server.

The Network Management Card Login/Password that allows IPP
software to control NMC shutdown sequence.

Server Shutdown criteria (time needed for server graceful
shutdown).

Server Shutdown criteria (time elapsed “on battery state” before
graceful Shutdown) (This timer must be greater than the
maintenance timer).

“-1" value means that timer is disabled.

Disabled (Enabled is used only for server connected with UPS
though RS232 or USB. Virtualization behavior requires Ethernet
connectivity (NMC card).

Note: If you install an IPP on the VMHost after the IPM node has been created:

e Delete the node in IPM,

¢ Rediscover the node with the “Address Scan” in the Auto Discovery panel,
o IPM will create the right node type and retrieve both the VMHost information and the IPP information.
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8 Redundancy

8.1 Introduction

Intelligent Power® Manager can supervise composite devices. Composite devices are virtual nodes
composed of UPSs mounted with specific redundancy topologies (Redundant Supplies, Hot Standby or
Static Transfer Switch for two components and Parallel for two or more components) and a dedicated
redundancy level.

This Redundancy feature has to be Enabled from the Settings -> System -> Modules Settings
Intelligent Power Manager will then:

e Supervise composite devices (if Redundancy feature is activated)

e Shutdown IPM computer when powered by several UPSs (if shutdown feature is also activated).

Edit modules settings ¥

Maragermemnt

| Shutdown

[T wirtualization (Metwaork Solution Only)
Redundancy

[ Save ] [ Cancel ]

Here are illustrated the electrical redundancy topologies:
¢ Redundant Supplies (dual feed or triple feed or ...)

In this case the two UPSs provide power on one or several
UPS 1 Server 1 multiple feed servers.

UPS 2 Server 2

e Hot Standby

For "Hot Standby" mode, when the upstream UPS powers

UPS 2 the load, the downstream UPS is on bypass.

UPS 1
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e Static Transfer Switch for two components

UPS 1

UPS 2

UPS 1

UPS 2

STS

STS1

STS 2

For "STS" mode there are several cases with single STS or
multiple STSs.

e Parallel for two or more components

UPS 1

UPS 2

UPS 3

UPS 4

All the UPSs power the load at the same time.

8.2 Redundancy configuration

e Login with an administrator user profile
e Select two or more nodes and click on the “Set composite device” menu item:

VYiews adil
=) Views
=g Power Source
8 Fower Comporents

1= Events

E g Events List

& Events Calendsr

=) Seftings

,&Aulu Discovery

(] &ctions

WP Shutdown

Qj}sys‘tem

[ Lag

g\ User List

Mode List

Type
@
)
@
@
@
@
@
@
Q

«

~

CHOHCNCHCNCHCNEC N

Status

ame

Mac Address
00: 221 9:FF.8E:5E

00:2219:FF:EE:72
00 20:85:F0: 76:08
00 20:85:FO0FE: 2C

oo 22 19:FF6E: 73

00 20:85:FB 56:1E

00 06: 23:00:1E:7F

,E;Quick SCan

Class Lacation Contact HRange scan
DELL Metwork Mans... £ addressies) scan
Metwaork Managemen... Computer Room Computer Room han...
Metweark Managemen... Computer Room Computer Room Man ;,'gset niode ACoESS parameters
Metweork Managemen... Computer Room Computer Room han... i?]Edil node information
DELL Metwork Mana Computer Roam Computer Room Man :;:;‘.Remnve noces
ConnectUPS WekiSN....

Select al
ConnectUPS Weksh... [E L&E 9130 DUBAI ¢ Jerome Veyrier =

Deselect all
Metwark Managemen... Computer Room Computer Room Man...
Metwork Managemen... Eric Office Eric:

dbSet &3 POWES SOUFCE

G:]Set composite device

e Inthe dialog box, enter redundancy mode and level, eventually specify a device name
Device name: User name of the composite device
Redundancy mode: Refer to the Introduction chapter to select the correct electrical topology
(Parallel / Redundant Supplies / Hot Standby / Static Transfer Switch)
Redundancy Level: It is the minimal number of redundant UPSs powering your system:
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The default value is 0.

If you set this parameter to a higher level you will receive the

don’t have enough redundant UPSs.

Redundancy Lost alarm when you

Yiews Node List 8 cuick scan
B views Type | Status  Mame Mac Adcress Class Location Carntact HiRange scan
= -'-'PZ""E' sauree ) D0ZZASFFBESE  DELL Metwork Mara. A Addresa(es) scan
A Powver Components - -
] Evem; Q. P 0 2219FF8E72 Metwork Managemen... Computer Room Computer Room Man...
o - ey 3
=g Events List @ 00:20:85:FD:76:08 Metwork Managemen... Computer Room Computer Room kar... D Set node access parameters
REvents Calendar @ “1 Set composite device x| iter Room Man... [@Edtt node information
=) Settings
Ry @ - . Lter Room kan wpRemove nodes
1 . & Device name: My _redundant_System|
Actions @ B n
@ . =
Pshutdown = Redundancy mode:  Redundant Supplies b veyrer -
1 @ P
{83 system et Redundancy level: 1 Dezelect al
Log d @ - Lter Room Man...

e Then the new node is created.
e You can see it in the “Auto discovery” node list:

You can select it as power source.

[ £ Iset composite device

You can edit composite device properties by selecting it in the discovery view then click again on the “Set

composite device” menu item.

If you select components of a composite device and click on the “Set composite device” menu item again,
properties of existing composite device are shown; no hew composite device is created so no composite

device duplication is possible.

The created “Virtual Power Source” is counted as a node for the licensing node limitation.
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8.3 Redundancy views

8.3.1 Redundancy view in Node List

* Logout "admin’

i H *Help & 1
E-T-N Intelligent Power® Manager .
Views «||@|  Node List @ Selection view ed k-
= Eln\.-‘iews Type « | Status  Name Description Information = ||l
o3 Node List z LINUXIZ B So-5-0ener...
i L 2 © ]
=y Power Source = ] ® Windows NT/S.01.03 @ vy vpPs
{a Power Components Virtual Power
Wil P
5 Node Map =} (%] Windows NT/8.01.00 Description oot
=3 Events =} @® Windows NT/5.01.03 Redundancy Caralel
@ . arallel
a - Bvents List 2 () Windowes NT/5.01.03 mods
# Events Calendar ) :J.eml.mdancy 1
95 Management =} (O] Linux/2..32.29-0.3-... Evel
[FINodes Settings (= | (] Linuxi2.6.18-128.E5X — -
@)nodes upgrade @ ® DBQ10534/5 ePDU_T... Events ==
=] Settings
£ Auto Discovery @ @ Eaton ePDU WA 1P IN... Status | Date Message
[ Actions @ ® Eaton ePDU AN 1P IN_. @  06M4M1-10:28:0..  Sensor contact ... -
;%SHL'WUW” @ (%) Eaton ePDU MA 1P IN... | @  06M&11-10:28:0..  Sensor contactl..
o9 System =
[] Log & ! ] Eaton ePDU MA 1P IN... @  081411-10:280...  Communication ...
& user List @ ® Evolution 650
@ ® Evolution 850
@ (%] Evolution 850
@ (¢ Evolution 650
Power Components -
@ (¢ NX Frame 16U
@ o Type Status MName @ Load... Battery...
5130 AT 1250
@ e @ o (D R -
Evolution 850
@ o WM -
7 (¥ Evolution 650
e (v ] My VPS Virtual Power Source [ |
14 4 |Page|l [of1| b Pl | & |25 | ~Dipewinerlpagtof 21 M
@ ok: 10 @ Warning: 5 @ Critical: 2 € Unknown: 1 Lastevent: @) 06/14/11- 1:34:09 pm - - Communication

When a composite device is selected in the node list, the user can view it in the selection view, with following
information:
e Dedicated states in “Information” and “Status” panels.
e The “Events” panel shows events from the composite devices and all its child components.
e A dedicated “Power components” panel displays component states including load level and battery
run time.

8.3.2 Composite device in Power source view

When “Redundancy and shutdown” module are activated, a composite device can be selected as power
source. The user can show it in the “Power Source” view.

In this case, Information”, “Status”, “Events” and “Power components” panels are displayed with specifics
data.
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Views
=) Wiewrs
[ g Powver Source:

=9 Events

E gEvents List

& Events Calendar

(=13 Settings

A suto Discavery

(] Actions

(4P Shutdown

@Sys{em

[Jtog

G User List

<«|/@|  Power Source

Information and Status

@ My _redundant_System

Description

Class
Redundancy mode
Redundancy level

Protected source court
Redundart source count
Battery state

Power Source

Load lewvel

Master output

Load seament #1

Losd segment #2

Power Components

Type Stat.. MName Losd level
Qe (I
o e [

- Events
Status

Wirtual Powver Source
“Wirtual Power Source Driver
Redundant Supplies

1

o000

2

1

o Charging
@ on ity
[MMMD 3%
@ on

@ on

@ on

Battery capacity Battery run ...
0% MR 100% 1hi1smins.
6% [IIEEE 1003% 40mn2ss

8.3.3 Power components sub view

Date

09/09/11-252:57 am
09/09/11-2:52:39 am
09/09/11-2:52:39 am
09/09/11-2:52:39 am

Statistics - 7 days

Meszage

communication falure with environ..
communication restared with envir...
Sensor cortact Input #1° off
Sensor cortact Input #2' oft

When “Redundancy and shutdown” module are activated, a new view called “Power components” is
available as a sub view of “Power source”. This view shows a list of nodes with their properties but just with
components of the selected power source if it is a composite device.

Views

B3 Views
= (4Power Source

«| @/  Node List

8 Power Componerts

2 ) Events

2 gEvents List

& Everts Calendar

= Seftings.

A Auto Discovery

) Actions

(Jpshuttiovn

@ system

[JLog

S User List

Type | Stat
Qe
go -

Name Descrigtion

Evolution 850

Location

Evalltion 650 Eric Office:

25

Computer Room

 ltems per page

Cartact
Computer Room

Eric:

-®

@/ | Selection view

Information

o

Link

®

Description
Morminal sparert power
P address

Mac Address

Serial numbser

Class

Location

Contact

Link

Status

Battery state

Fower Source

Load level

Brettery capacty

Bttery run time

Master output: Master
Load seament #1: Group1
Load segment #2: Group2

MeasUres

Input
Iriput frecquency
Iniput vokace:

Dutput
Battery output voltege
Outut frecuency
Outut vettage:
Outut current
Ginkal apparert power
Global active power

Displaying 1 - 2 of 2

Evolution 850
830%A
166.89.224 100
00:20:85:FB:56:1E
AYIHITORPD

Metwork Management Card fHE

Computer Room
Computer Room Managsr

@ charging

@ on ity
MM 0%
[ 100 %
1h15min 50 s
@ on

on

@ on

43 Hz
232

27
43 Hz
233V

21va
oy
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8.4 Redundancy use case (if shutdown is activated)

We describe several typical use cases that will help you to configure properly the redundant shutdown
sequence according to your needs.

Use Case #1: The user wants to have the longest backup time with the redundant configuration

= This is the default IPM configuration.
The next screenshot illustrates this IPM default configuration available from Settings -> Shutdown -
> Edit Shutdown Configuration.

Edit shutdown configuration »
Shutdown
Shutdown tirmer (second(z)): Mone
Shutdown duration (second(s)): 120
Shutdown type: Hibernate b
Shitdown script:
Save l [ Cancel

= This is the default configuration on NMC
e.g. with Network-MS (ex 66102 / 103006826) and Modbus-MS (ex 66103), NMC default shutdown
configuration is available from UPS-> Shutdown Configuration as illustrated on next screenshot:

Network Management Card

UPs Shutdown Parameters Help
UPS Properties
UPS Contral

Pulsar M 2200 Computer Room

Wigekly Schedule
Shutdawn Parameters
Output On battery System Shutdown Restart
Logs and Notification Shutdown
Measurements if Remaining
180 380
Evert Log @ time under: Shutdown duration 120 =BC If cgpﬁ;,{y lﬁ— %
System Log Master if Capacity under. 20 % excends
Email Notification I atter: 30 min
Settings @ Switch Off Switch On
Natwork v after 900 sec Shutdown duration nzo 3eC after 30 sec
System if Capacity under: |75 Y
Motified Applications
sccess Control @ Switch Off Switch On
Time = - after 1800 sec Shutdown duration 2o =6C after 18 sec
O
Firmware Upload if Capacity under: |5 %
¥ Show advanced parameters
Save modified settings : Save
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= e.g. with ConnectUPS-X Slot or ConnectUPS-BD, NMC default shutdown configuration is available
from Configuration-> UPS Shutdown and Restart Settings as illustrated on next screenshot:

L ConnectUPS™ i 10/17/2011 16:20:01
iE Web/SNMP -m L UPS Location:

UPS History Registered Clients
UPS Event Actions UPS Shutdown and Restart Settings UPS Shutdown Schedule Web/SHMP Card Configuration SHMP Trap Receivers

Language
Email Hotificati Date and Time Help

UPS Shutdown and Restart Settings:

Load Segment to Turn Off following OS | Delay Before Segment Turns Off following the start of the Client’'s OS | Load Segment to Restart following the return of | Delay Before Segment
Load Load Segment _
[ —— Name Shutdown Shutdown AC Line Restart
(Yes/No) (30 - 3600 Seconds) {¥es/No) (30 - 3600 Seconds)
1 Segment 1 Yes 30 Yes 30
2 Segment 2 Yes 30 Yes 30

Become Superuser

Use Case #2: The user wants to have a shutdown after a predefined time of 10 mins. The shutdown has to
occur even if only one UPS is on battery.
=> In this case, each server can have its own shutdown timer (10 mins, 8 mins, 6 mins...)

= The user has to configure a shutdown timer of 10 mins in IPM

The next screenshot illustrates this IPM default configuration available from Settings -> Shutdown -
> Edit Shutdown Configuration.

Edit shutdown configuration ¥
Shutdown
Shutdowen timer (secondis): 600
Shutdown duration (secondis)): 120
Shutdown type: Hibernate kg

Shutdown script:

[ Save ” Cancel ]

= this is the default configuration on NMC (refer to previous use case)

Use Case #3: The user wants to have a shutdown starting 10 mins from the last detected Utility failure
event. (We have 2 UPSs, one of them is redundant)
=> In this case, all servers shutdown at the same time.

= This is the default IPM configuration

= The user has to configure a shutdown timer of 10 mins in all the NMCs
In this case, the last UPS will send the shutdown order after 10 min. if it runs on battery. If the last
UPS never run on battery, the first UPS will simply shutdown at the end of autonomy and the last
UPS will take the load.(if it has the capacity, otherwise the shutdown will occur sooner)

NMC Shutdown configuration is available from UPS-> Shutdown Configuration as illustrated on
next screenshot:
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E-T-N

Powering Business Wo

UPS
UPS Properties
UPS Contral

} Weekly Schedule
Shutdowen Parameters

Logs and Hotification
Meazurements
Ewert Log
System Log
Email Motification

Settings
Metwark
System
Matified Applications
Access Cortrol
ShhP
Time

Firmwvare Uploadd

Summary

UPS Event Actions

ridwide

AC Fail Event Actions:

Notify Client OS to Shutdown on an AC Failure |[Number of Seconds the AC Failure must last before Client is notified to start OS Shutdown
1 Yes 600

2

Network Management Card

Shutdown Parameters

Evolution 850

UPS Shutdown and Restart Settings UPS Shutdown Schedule Web/SHMP Card Confi i SHMP Trap R i Email ific ati Date and Time Help

Output On battery System Shutdown Restart

Shutdown

it Remaining
@ time under: Shutdown duration

Sec If Capacity
%o
it Capactty under: |20 % CREIEED EI

@ Switch Off Switch On
after: Shutclowwn duration : after:
it Capacity under: lCl %

@ Switch Off Switch On
after: Shutdown duration : after:

it Capacity under: El %
Show advanced parameters

Save modified settings

ConnectUPS™
WebISNMP

10/1772011 16:23:05
UPS Location:

UPS History Repistered Clients Language

Delay Before First AC Fail Warning Message (0-999 Seconds, 0 =No Message) 10
‘Warning Interval (0-9999 Seconds, 0 =No Message Repeat) 60

Segment 1
Segment 2 Yes 600

Become Superuser
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Use Case #4: The user wants to have a shutdown when the remaining time of the last UPS is 10 minutes
=> |n this case, each server can have its own shutdown duration (10 mins, 8 mins, 3 mins...)

= The user has to configure a shutdown duration of 10 mins in IPM
The next screenshot illustrates this IPM default configuration available from Settings -> Shutdown -
> Edit Shutdown Configuration.

Edit shutdown configuration 3
Shutdown
Shutdown timer (secondis)): Mone
(Shutduwn duration (second(s)) B00 j
Shutdown type: Hibernate b

Shutdown script:

[ Save ] [ Cancel ]

= This is the default configuration on NMC (refer to previous use case)
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8.5 Redundancy advanced behavior example

For the following tables we take a parallel UPS configuration with 4 UPSs (Each UPS is 20 kW)
For this parallel topology, the Load can vary between 0 and 80 KW.

UPS 1

UPS 2

UPS 3

UPS 4

Redundancy alarm Management with 4 modules:

According to the user defined “Redundancy Level” and the “Load”, we detail following information:
e Ris the number of redundant UPSs
e Status of Redundancy lost alarm

Load / Load <20 KW 20 KW < Load < 40 40 KW < Load < 60 60 KW < Load < 80
Redundancy KW KW KW
Level
0 R=3 R=2 R=1 R=0
1 R=3 R=2 R=1 R=0 - Redundancy
Lost active
2 R=3 R=2 R=1 - Redundancy R=0 > Redundancy
Lost active Lost active
3 R=3 R=2 > Redundancy R=1 - Redundancy R=0 > Redundancy
Lost active Lost active Lost active

Protection alarm Management with 4 modules:

According to the “Load” and the “Number of failed UPSs”, we detail following information:

e Pis the number of UPSs protecting the load
e Ris the number of redundant UPSs

e Status of Protection lost alarm

Load / Load <20 KW 20 KW < Load <40 40 KW < Load < 60 60 KW < Load < 80
Failures KW KW KW
No failure. P=4; R=3 P=4; R=2 P=4; R=1 P=4; R=0
1 failure. P=3; R=2 P=3; R=1 P=3; R=0 P=3; R=0 >
Protection Lost active
2 failures. P=2; R=1 P=2; R=0 P=2; R=0 > P=2; R=0 >
Protection Lost active | Protection Lost active
3 failures. P=1; R=0 P=1; R=0 > P=1; R=0 > P=1; R=0 >
Protection Lost active Protection Lost active | Protection Lost active
4 failures. P=0; R=0 > P=0; R=0 > P=0; R=0 > P=0; R=0 >
Protection Lost active | Protection Lost active Protection Lost active | Protection Lost active

Eaton Intelligent Power® Manager — User’s Guide — / AH-1.26

Page 73/94




www.eaton.com

8.6 Redundancy compatibility list

Eaton has tested in redundant mode following UPSs and topologies
Other topologies or UPSs may work but have not been tested

UPS Parallel Multiple Hot Standby
Feed

9120, 9130, 9135 NA v'NET vUSB NA

Eaton 5PX, Evolution, NA v'NET vUSB NA

Evolution S

Pulsar 700 / 1500 (Intl. & NA v'NET vUSB NA

us)

Pulsar M / EX NA v'NET vUSB NA

Pulsar MX 1+1 v'NET NA NA

Pulsar MX Frame 16 U NA v'NET vUSB NA

EXRT NA vNET v'NET (¥)

UPS Compatibility List for Redundancy on 1-phase UPSs

UPS Parallel Multiple Hot Standby
Feed

Blade UPS v'NET vNET NA

9x55 (9155 and 9355) v'NET vNET NA

9390 v'NET vNET NA

9395 v'NET vNET NA

Eaton 9E Essential NA vNET NA

UPS Compatibility List for Redundancy on 3-phases UPSs

v'NET: Acquisition through the Network Card

v'USB: Acquisition through USB

NA: Not Applicable

v'NET (*): Behavior has been implemented, but has not been tested
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9 Compatibility List

Eaton has tested the compatibility of Eaton Power Manager with the following devices and applications.

Note: If a Device doesn’t support the Quick Scan feature it can be supervised if “Address Scan” or “Range

Scan” operations are performed.

9.1 Eaton Devices

Eaton equipment designation Type Features lllustration
Network Management Card Minislot SNMP/Web — UPS Option Card Quick Scan
Network-MS (ex 66102) Eaton Pulsar Supervision
And associated Environment Sensor Management

Shutdown

Network Management Card & Modbus/JBus — UPS Option Card Quick Scan
Modbus-MS (ex 66103) (through Ethernet Network) Eaton Pulsar Supervision
And associated Environment Sensor 66846 Management

Shutdown
ConnectUPS- Minislot Network Management Card / UPS Option Card Quick Scan
Network-MS (ex 103006826) Eaton Supervision
Powerware Management
Shutdown
ConnectUPS-BD Web /SNMP UPS Option Card Quick Scan
Eaton Supervision
Powerware Shutdown (**)
ConnectUPS-XSlot Web /SNMP/xHubCard (*) UPS Option Card Quick Scan
Eaton Supervision
Powerware Shutdown (**)
PXGX2000 (*) UPS Option Card Quick Scan
Eaton Supervision
Powerware Shutdown (**)
PXGX-UPS Card UPS Option Card Quick Scan
Eaton Supervision
Shutdown
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~issagy

MGE Midspan NM - 66892 Midspan Supervision
Integrated «
Communication

-

Card
= 3

- S

MGE Network Management Card MiniSlot UPS Option Card Supervision
SNMP/Web - 66244 (legacy)

And associated Environment Sensor

Network Management Card Transverse SNMP/Web — UPS Option Card Supervision
66074 (Legacy)

And associated Environment Sensor

(*)With Intelligent Power Manager 1.10, the Eaton Powerware 3 phase UPSs compatibility is officially available according
to the following solution:

e Cards: ConnectUPS-X v4.30 or PXGX2000 v1.20
e UPSs: Blade UPS, PW9155 Dual Phase, PW9355 10-30 kVA, PW9390 40-160kVA, PW9395 225-1100kVA & SBM
e Known limitation: PW9315 will not be supported by this 1.10 release.

(**)This feature is only available if you install IPM 1.14 on a computer that is NOT hosting a previous IPM release.

If you have upgraded IPM from 1.XX to 1.14 release and want to use this feature, please proceed as follows:
=> Stop IPM service

=> Remove (or rename) the configuration file: configs/config.js

=> Start IPM service

=> If needed, reconfigure system parameters
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9.2 Applications on Computers

Applications designation Features

Computers (Windows/Linux) hosting the application Intelligent Power Quick Scan _

Protector Supervision lg | )
Management -

Computers (Windows/Linux/Mac) hosting the application Network Quick Scan _

Shutdown Module V3.xx Supervision lg ) | )
Management - -

J

i

9.3 Eaton Serial line Devices

Eaton Equipment designation

Connectivity

Eaton Powerware series:
3105, 5110, 5115, 5130, 9130, 9135, 9140 and legacy 9120, 9125

USB or RS232

Eaton Powerware series:
BladeUPS, 5125, 9155, 9355, 9390, 9395

RS232 only

Eaton Pulsar Series:

USB or RS232

Evolution 650/ 850 /1150 / S 1250 / 1550/ S 1750 / 2000 / S 2500 / S 3000

Pulsar 700 / 1000 / 1500 / 1000 RT2U / 1500 RT2U (intl. & US Models)

Pulsar M / EX
Eaton 5PX
Pulsar MX & Pulsar MX Frame 16 U / MX

Eaton Pulsar Series:
EXRT
Comet EXRT 1:1/3:1/ EX 5 RT (Asia/Pacific)

RS232 only

Notes:

e XSlot-USB Module for Powerware series is unsupported by Intelligent Power® Manager 1.12
e Ellipse ASR 600/750/1000/1500 USBS, Ellipse MAX, Protection Station, Protection Center, NOVA

AVR, are currently supported by Personal Solution Pac software.

9.4 Other Devices

Equipment designation Card/ proxy Features
HP UPS Network Module Minislot (AF465A) Network Card Quick Scan ®
Supervision (ﬁﬂ]
invent
Dell Network UPS Card (H910P) Network Card Quick Scan
Supervision
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| ||

STANDARD IETF
UPS MIB
1.3.6.1.2.1.33.xx

N s TR
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9.5 Performances

To provide a performance evaluation Eaton has tested the following two configurations:

Test with Machine 1 (server Dell PowerEdge 2900)

CPU: Intel Xeon 5130 Dual Core @2GHz
Memory: 2Go DDR2 @666MHz

HDD: 2 HDDs 67GB 7200 rpm RAID 0 (Mirroring)
OS: Windows Server 2008 64 bits

Test conditions during 40 hours:
e 1300 nodes (including ~50 real), mainly IPMs, and some NSM and NMC.
e Average CPU load: 20~30%
e Memory load: 200~300MB

Test with Machine 2 (typical PC)

CPU : Intel Core2 Duo 6600 @2.4GHz
Memory: 2Go DDR2

HDD: 1 HDD 220 GB 7200 rpm

OS : Windows Vista Enterprise 32 bits

Test conditions during 40 hours:
e 1000 nodes (including ~50 real), mainly IPMs, and some NSM and NMC.
e Average CPU load: ~ 60%
e Memory load: 200~300MB

Note that these tests have been performed on Windows server Operating System. The Windows 2003 or
2008 Operating Systems don’t have the limitation of 10 simultaneous connections.
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9.6 Network Ports

Here is the list of Network ports used by IPM and IPP:

Protocol

SMTP

DHCP/BOOTP

TFTP

HTTP

NTP

SNMP

SNMP Traps

UNMP

HTTPS

EATON Supervision
EATON Notification
Broadcast

EATON SSL Supervision
EATON Alarms Broadcast
EATON Connected Alarms
EATON Connected Alarms

Mode/Port
TCP/25
UDP/67
UDP/69
TCP/80

UDP/123
UDP/161
UDP/162
UDP/200
TCP/443

TCP/4679

UDP/4679
TCP/4680
UDP/4680
TCP/5000
TCP/5001

NMC

ouT

ouT
IN
IN

ouT
IN

ouT
X
IN
X

IN/OUT
X
ouT
IN
X
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PXGX2000,
PXGX-UPS,
Connect UPS BD,
Connect UPS XSlot

ouT
ouT
X
IN
ouT
IN
ouT
ouT

X X X X X

IPP with
Shutdown
controller

ouT
X

ouT

ouT
X

ouT
X

IN/OUT

ouT

IN/OUT

IN/OUT
IN/OUT
IN
ouT
IN

IPP
ouT
X
ouT
ouT
X
ouT
X
IN/OUT
ouT
IN/OUT

IN/OUT
IN/OUT
IN
ouT
ouT

IPM
ouT
X
ouT
ouT
X
ouT
X
IN/OUT
ouT
IN/OUT

IN/OUT
IN/OUT
IN
ouT
ouT
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10 FAQ and Error messages

In the HTML pages

Cannot display the UPS properties page. HTTP 404 error with IE.
Solution: Check the URL entered.

> https://<name or IP of the computer hosting IPM>:4680/

or

> http://<name or IP of the computer hosting IPM>:4679/
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11Glossary

IP address
When TCP/IP is installed on a computer, an address is assigned to the system. Each address is unique and
is made up of four numbers, each between 0 and 256 (e.g. 168.8.156.210).

Network Management Proxy
Network Management Proxy is used to control a UPS and connect it to the TCP/IP network.

NMS (Network Management System)
The NMS supervises SNMP devices connected to the TCP-IP Network.

Network Shutdown Module

The Network Shutdown Module is a software module that uses the information transmitted by the Network
Management Card/Proxy to inform computer users on the current status of the electrical power supplied to
the computer.

If the supply of the electrical power from the UPS is at risk, the Network Shutdown Module initiates an
orderly shutdown of the computer under the most secure conditions possible.

SSL (Secure Socket Layer, created by Netscape):

A solution for securing transactions over the internet. SSL is a communication protocol that authenticates the
data exchanged, as well as ensuring its confidentiality and integrity. The protocol uses a recognized
encryption method, the RSA algorithm with a public key (where RSA means Rivest, Shamir and Adleman,
the inventors). An RSA key is the result of operations involving prime numbers. SSL is built into the Internet
browsers on the market. The padlock in the bottom of your browser screen is automatically displayed if the
server sending information uses SSL.

TCP/IP (Transmission Control Protocol / Internet Protocol):
Family of protocols for the transport and network layers.
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13 Appendix 1: Configuring the IPM vCenter Plug-in

13.1 Introduction

VMware’s vCenter Server platform forms the foundation for virtualization management. It provides
management of hosts and Virtual machines from a single console. To further unlock the power of
VMware’s management system, VMware has provided a facility to extend the functionality of VMware
vCenter.

Various useful applications can be attached to vCenter to make it more useful. Eaton vCenter Plug-in
also called “vCenter Intelligent Power Manager Plug-in” is a very easy to use and deploy Plug-in to
manage IPM from vCenter. This plug-in provides the possibility to integrate Intelligent Power Manager
(IPM) with vCenter environment. Once the plug-in is registered, a tab in vCenter will open IPM and
allow users to configure and manage IPM from vCenter environment.

The VMware plug-in allow also the creation of new type of events that can be trig type of alarms.

13.2 Checking that IPM Plug-in is registered in vCenter

In the vSphere Client, click on Plug-ins -> Manage Plug-in ...

[=] PUZINWHP9000432 - vSphere Client Mi=1E3
Fil= Edit Wiew Inwentory Administration |Plug-ins | Help
[ |
= Manage Plug-ins. .. o
a E ‘@ Haome [ ﬁﬂ Inventor| — I L= Search Inventary Q
o B

Intelligent Power Plug-in vCenter can be seen in the Plug-in Manager

= Plug-in Manager

Plug-in Mame Vendor Wersion | Status Description ~
Installed Plug-ins
& WMware vCenker Storage Monitoring Jervice YMware Inc, 5.0 Enabled Storage Monitoring and
Reporting
& vCenter Inteligent Power Manaager Plug-in Eaton 1.25 Enabled Managerent and contral of
power distribution
& vCenter Hardware Status YMware, Inc, 5.0 Enabled Displays the hardware status of
hosts (CIM monitoring)
& wZenter Service Status YMware, Inc, 5.0 Enahled Displays the health status of
wi_enter services
Available Plug-ins
& wCenter Operations Standard YMware, Inc, 1.0.1 Mo client side d...  wCenter Operations Standard
< T »

Help Cloze
A
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13.1 Events and Alarms

Once the “vCenter Intelligent Power Manager Plug-in” is registered, IPM creates a new alarm “Host UPS
PowerFailure (On Battery)” that is triggered from power event.

@ Host UPS PowetFailure (On Batkery) @ This object  Alarm that triggers iF host is on Power Failure (Power Events sended by Inteligent Power Manager)

13.2 Using IPM through vCenter
The “Eaton Power Manager” tab will now be visible in the vCenter Server Console and in the root folder @.
IPM is now available and is fully functional with the vSphere Client. To learn more about the features and
usage of IPM, please consult the IPM User Manual. The IPM screen is shown below, note the “Eaton Power
Manager” tab on the top is selected.

vCenterServer, YMware vCenter Server, 4.0.0, 162856

Getting Starte aka al Machines ' Hosts | Ta: s ! alarms | Perm (G Eaton Power Manager

E-T-N Intelligent Power Manager

What Is Eaton Intelligent Power Manager? Lagin: [ ]

Password:

Ideal for monitoring and managing multple power and environmental devices, Inteligent
Power Manager software from Eaton delivers a global wiew across the network from any
PC with an Internet browser,

Exceptionaly versatie, the software is compatible with any device supporting a network
interface, including other manufacturers’ UPSs, environmental sensors, ePDUs, shutdown
applications and more,

Inteligent Power Manager also offers the abiity to organize a management table by
groups, centralize alarms, and maintain event logs for preventive maintenance of the
entire installed equipment base.
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14 Appendix 2: Configuring the XenCenter Plug-in

14.1 Prerequisites

The only prerequisite is to have IPM installed on the same machine as XenCenter.

14.1 Check XenCenter Plug-in Installation

In the virtualization panel, you have to check the box “XenCenter Plugin” to install XenCenter Plug-in.
Add Manager or Hypervisor List ¥

Product: Citrix XenCenter b

XenCenter Plugin: 0

Save ” Cancel ]

You will see the Plugin in XenCenter => Tools => Plugins. (see below)
If not, please Scan the Plug-in directory.

% Plugins

This dialog shows the list of Plugins in the Plugin direckary.

To enable a Plugin select its checkbox,
= Eaton
= IPM

Intelligent Power Manager

Details

#enCenter Plugins online

Re-5can Plugin Direckory O ] [ Cancel
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14.1 Using IPM through XenCenter

Once the Plug-in is installed, you can see on the XenCenter level a tab named “ Intelligent Power
Manager”

Home || Search | Tags | Inteligent Power Manager

E.-T-N Intelligent Power® Manager

What is Eaton Intelligent Power Manager? Login: admin

Passward:
+ Ideal for monitoring and managing multiple power and

environmental devices, Inteligent Power Manager software from -
Eaton delivers a global view across the network from any PC
with an Internet browser.

+ Exceptionally versatie, the software is compatible with any
device supporting a network interface, including other
manufacturers’ UPSs, environmental sensors, ePDUs, shutdown
applications and more.

+ Inteligent Power Manager also offers the ability to organize a
management table by groups, centralize alarms, and maintain
event logs for preventive maintenance of the entire instaled
equipment base.
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15 Appendix 3: Configuring Maintenance mode and vMotion with
vCenter

15.1 Prerequisites

All Virtual Machine images have to be installed and configured on a file server. (Please refer to VMware user
documentation listed in Appendix VMware references)

15.2 Introduction

The Dynamic Resource Scheduler (DRS) application from VMware is used to provide load balancing within
the IT network. In particular, DRS is used to ensure the right resource capacity is available for the data
center load. A second application called vMotion in conjunction with DRS will enact movement of Virtual
machines from physical server to physical server in order to provide the best load balance.

The DPM application (Distributed Power Manager) will help maximize data center electrical power efficiency
by checking DRS for physical server utilization then using vMotion, will move Virtual machines to servers in
order to fully unload servers than idle them or power them down for maximum power savings.

Eaton uses the same vMotion capability when a UPS is in a critical power situation to move virtual machines
off of a server that has a critical power situation. Intelligent Power Manager will now write alarms/alerts into
vCenter, which, in turn, will trigger vMotion.

VMware uses the term ‘setting a server into Maintenance mode’ to trigger the vMotion. It is called this
because before performing maintenance on server, the data center manager needs to clear the Virtual
Machines from the server.

15.3 Concept of Maintenance Mode

Both standalone hosts, and hosts within a cluster, support the maintenance mode. Only ESX/ESXi Server
3.0 and later supports maintenance mode for standalone hosts.

A host enters or leaves maintenance mode only as the result of a user request. If the host is in a cluster
when it enters maintenance mode, the user is given the option to evacuate powered-off virtual machines. If
this option is selected, each powered-off virtual machine is migrated to another host, unless there is no
compatible host available for the virtual machine in the cluster. While in maintenance mode, the host does
not allow deployment or ‘power-on’ of a virtual machine. Virtual machines that are running on a host entering
maintenance mode need to be either migrated to another host or shut down (either manually or automatically
by DRS).

When no more running virtual machines are on the host, the host’s icon changes to include ‘under
maintenance’ designation and the host’'s Summary panel indicates the new state. The default automation
mode of a virtual machine determines its behavior when the host (in a DRS cluster) it is running on enters
maintenance mode:

e Any fully automated virtual machine is migrated automatically.
e For a partially automated or manual virtual machine, a recommendation for further user action is
generated and displayed.
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15.4 Configuring maintenance mode behavior in vCenter

To configure the maintenance mode feature behavior, we provide here a simple configuration example:

Enable the DRS in “Fully Automated” automation level with following steps:
e Open the vCenter server in a vSphere client.
e Right click on your Cluster > Edit Setting > Turn on VMware DRS. Click on next with all default
values and finish.

Notes:
o With this example you choose to migrate all the virtual machines from this server to another

server of the same cluster.
e You have the possibility to define other behaviors according to your needs

15.5 Configuration Test

To test the installation, please perform a power failure on the UPS and check on vSphere client that the
corresponding ESX/ESXi host enters in Maintenance mode after the “Maintenance mode timer”.
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16 Appendix 4: VMware vCenter HA (High Availability)

Once the HA Cluster feature is enabled, VMware disables the automatic startup and shutdown functionality
when a Hypervisor is shutdown.

IPM features for HA mode:

e IPM will continue to move the VM from one server to the others, if the all the servers are powered by
different UPSs with different power source. (as illustrated on below picture)

HHH ot o] o]
HHEH HHH \
. - HHHMN ««

« W ® 9

[
HHHM ¢ HHHH
‘9://‘//’/////‘ L4 EW L

e |PM continues to protect the Hypervisor also when power fails.

e Due to the deactivation of the automatic startup and shutdown, at the end of Utility failure sequence,
all the virtual machine will “Power Off".

=> To prevent this VM “Power off”, you have two solutions:

1) Configure the VMware ESX/ESXi nodes in IPM to shutdown the VMs (Remote
Shutdown of the Virtual Machines Setting) (Recommended solution)

2) Install an IPP on each VM (This is not an optimized solution).
You have to take care that when VMs move, the IPP still links to the same UPS
power source.
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Table configuration/behavior:

Remote Remote Shutdown What happens to What
Case Shutdown Type of the Virtual | HA in vCenter Vl\ag happens to Comments
Machines Hypervisor

1 Enabled Enabled Enabled Shutdown Shutdown Valid configuration

2 Enabled Enabled Disabled Shutdown Shutdown Valid Conflguratlon.(anyway, more refiable to let
VMware shutdown its own VMs)

3 Enabled Disabled Enabled Crash Shutdown Hypervisor will shutdown without the VMs

4 Enabled Disabled Disabled Crash/Shutdown Shutdown Depgndlng i the' Startup/shutdown of the virtual
machines is configured

5 Disabled Enabled Enabled Crash Crash IPM do nothing

6 Disabled Enabled Disabled Crash Crash IPM do nothing

7 Disabled Disabled Enabled Crash Crash IPM do nothing

8 Disabled Disabled Disabled Crash Crash IPM do nothing

Reference:
e You can see on the link below the VMware note about the deactivation of the Automatic Startup/Shutdown when creating a VMware HA
Cluster.

Creating a vSphere HA Cluster
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17 Appendix 5: Configuring Maintenance mode and LiveMigration with
SCVMM

17.1 Maintenance Mode

In Virtual Machine Manager (VMM) 2008 R2, you can start maintenance mode for a virtual machine host
anytime that you need to perform maintenance tasks on the physical host, such as applying security updates
or replacing hardware on the physical host computer.
When you start maintenance mode on a Windows-based host, VMM automatically does the following:

¢ On a stand-alone host, places all running virtual machines into a saved state.

e On a Windows-based host cluster that is capable of live migration, gives you the option to do one of
the following:

o Live migrate all running highly available virtual machines to other hosts in the cluster, and
place any running virtual machines that are not highly available in a saved state.

o Place all running virtual machines into a saved state.

(Please refer to Microsoft user documentation listed in Appendix Microsoft references)

17.2 What is Live Migration

Live migration is a Hyper-V feature in Windows Server 2008 R2, which requires the failover clustering
feature to be added and configured on the servers running Hyper-V. Live migration allows you to
transparently move running virtual machines from one node of the failover cluster to another node in the
same cluster without a dropped network connection or perceived downtime. In addition, failover clustering
requires shared storage for the cluster nodes. This can include an iSCSI or Fiber-Channel Storage Area
Network (SAN). All virtual machines are stored in the shared storage area, and the running virtual machine
state is managed by one of the nodes. (Please refer to Microsoft user documentation listed in Appendix
Microsoft references)

17.3 Configuration Test

To test the installation, please perform a power failure on the UPS and check on SCVMM console that the
corresponding Hyper-V host enters in Maintenance mode after the “Maintenance mode timer”.

Hyper-V machines have to be started before the machine that is hosting the SCVMM.

SCVMM service needs some time to refresh its status. If the starting sequence is not correct, the Hyper-V
will stay in Maintenance mode

Eaton Intelligent Power® Manager — User's Guide — / AH-1.26

Page 92/94



www.eaton.com

18 Appendix 6 VMware references

18.1 Eaton and Virtualization

Please visit http://www.eaton.com/virtualization

18.2 VMware ESX configuration

Please visit http://www.vmware.com/support/

18.3 vCenter Server (VMware Supervisor)

Please visit http://www.vmware.com/products/vcenter/ for more information about download and installation
of vCenter Server

Please visit also http://www.vmware.com/products/drs/ for more information about Distributed Resource
Scheduler

18.4 vSphere SDK for Perl

Please visit http://www.vmware.com/support/developer/viperltoolkit/ for more information about download
and installation of vSphere SDK for Perl.
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19 Appendix 7 Microsoft Hyper-V references

19.1 Eaton and Virtualization

Please visit http://www.eaton.com/virtualization

19.2 Microsoft TechNet Library

See the Microsoft TechNet Library for more information

http://technet.microsoft.com/en-us/library/default.aspx

19.3 About Maintenance Mode

http://technet.microsoft.com/en-us/library/ee236481.aspx

19.4 Requirements for using live migration

See the link below about “Hyper-V Live Migration FAQ”

http://technet.microsoft.com/en-us/library/ff715313%28WS.10%29.aspx
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